(0.MOR

User Manual

C-MOR
Video Survelllance V 5.x

Manual-Version 5.21

General instructions for configuration and operation of the models:

Hardwareserver/Appliances Virtual Machine - Softwareinstallations
C-MOR 3S Pro/SSD C-MOR15 TPro/SSD ~ C-MOR 15RM Pro/SSD C-MORS3 V5 VirtualMachine

C-MOR 3Pro/SSD C-MOR®6 V5 VirtualMachine

C-MOR 6Pro/SSD C-MOR9 V5 VirtualMachine

C-MOR 9Pro/SSD C-MOR12 V5 VirtualMachine

C-MOR15 V5 VirtualMachine

https://www.c-mor.com © 2020 by za-internet GmbH



C-MOR Video Surveillance C_MOR

Introduction

Dear customer,

Thank you for choosing the C-MOR video server. The quality product you have purchased is state-of-the-
art and complies with European and national directives. The declaration of compliance has been confirmed
and all necessary documents are deposited with the manufacturer.

To ensure the best results and long-term satisfaction and to ensure safe operation, the instructions in this
manual must be followed. In case of questions, please contact your specialist dealer.

The video server C-MOR is used for the surveillance of objects. The video signals recorded during
surveillance are digitally transferred over the connected network from your camera to  C-MOR. The
software installed on the hardware enables simultaneous recordings of max. 15 connected video signals.
Data saving underlies country-specific guidelines. You are able to access installed cameras and servers
(secured by password and encryption) over your web browser from all over the world.

In case of technical problems or questions on installation and setup of C-MOR, please contact our hotline.
Please find more information on www.c-mor.us (or please see contact data in the appendix of this manual).

Before putting into operation

The use of surveillance systems may be prohibited or regulated by law in certain countries. C-MOR has
not only been developed for high performance use over the internet, but can also be part of a flexible
surveillance facility.

Before putting the system into operation, the user has to make sure that surveillance is carried out within
regulatory framework. Before installation, please make sure that the package content is complete. In order
to avoid damage by incorrect connection or wrong configuration, please read the manual carefully before
using this device, follow the instructions and keep the manual for future use. Following the instructions
ensures that the device will be correctly put into operation. Please visit our forum for solutions on www.c-
mor.com for FAQ on configuration errors. In case you encounter problems during the setup of your system,
please visit the forum as a first step for finding a solution.
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1 Installation

This user manual is a general documentation for all C-MOR models. Those models are all hardware
versions as well as all virtual machine versions. For each version exists an extra installation guide which
is online available on the C-MOR home page https://www.c-mor.com. Download the installation guide from
the C-MOR web to learn more how to do the initial set up of C-MOR. The installation process is described
in this manual.

Following C-MOR models are available

Compact server case for 3 to 9 cameras in the basic configuration

Rack mount Server for computer centers or 19 inch rack mount shelves for 9 to 15 cameras
Low power consuming and fan less mini case for 3 cameras in the basic configuration
Tower Server for 15 Cameras

Software server for the installation on a virtual server or in a cloud.

1.1 Support

In case of unexpected problems during the C-MOR installation please contact our support by the help of
the online support-form under https://www.c-mor.com. Please contact your dealer where you bought C-
MOR first if you have any questions.

Please also check out the support forum on our homepage where you can find many cases that might
answer your questions.

Note

Our technicians will be pleased to help you with remote maintenance, but please note that the
corresponding support are subject to a charge. The prices and conditions can be found on our website.
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1.2 Disclaimer

When you first call the C-MOR web interface, you are prompted to read and accept the Disclaimer. Without
this, it is not possible to use the C-MOR!

Disclaimer
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’ Accept Disclaimer l ’ Decline Disclaimer ]

1.3 IP Camera Quick Installation

If C-MOR s installed and you have access to the network, the following steps will show you, how to take
an IP-camera without special settings via C-MOR in operation.

C-MOR video surveillance is configured by web interface only. All settings are made through the web
management surface.

Log in to your C-MOR video surveillance system. Simply enter the IP address of the C-MOR in your web
browser window. The default IP address is 192.168.1.2. Please enter https://192.168.1.2 if you have not
changed the IP address. The default login is ,admin” and the default password is also ,admin”.

a-MOR a.MOR | a.MOR . MOR

...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more!

0.MOR o MOR [a.MOR a.MOR |a.MOR . MOKR

...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more!

Please select the ,System Administration” menu on top of the C-MOR web page to setup your IP camera.
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IP Video Surveillance

VE5.21 | admin | Disk Usage: 4%

Quickstart

Logout
Cam2 | Cam3 |

Scroll down to the section where you can configure IP cameras and select for example the first IP
camera, caml:

open/close

[Chsnga Configuration Camera 1 ]

’Changa Configuration Camera 2]

[Chsnga Configuration Camara 3]

Alternatively, you can access the camera configuration directly via the camera side “Camera 1”.

IP Video Surveillance

Mafion Detection is on llEmail Alarm is on
O R V5.21 | admin | Disk Usage: 4%
-

Quickstart System Administration System Status
Cam3 |

...and you see more! Cam 2

Recordings Camera 1, Location:

Cam recording is not active! 24

0-MOR aMOR | a.MOR . MOR

and you wes medal  and you seemerel [l _and you ses morel  ..and you ses mosel

c M OR 0.MOR a.MOR |aMOR aMOR
-

...and you see more! ...and you see more!

0-MOR a_MOR

...and you see more! ...and you see more!

Cam Configuration

Once you are in the IP camera configuration menu of camera one, you simply enter the IP address of the

camera, the access data, username and password, as well as the TCP/IP Port. This is mostly port number
80 for HTTP camera streams or 554 for RTSP camera streams:
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Camera Network Data

IP Address/DNS Mame | 172.20.1.68

TCP-IP-Port 554
IUser Mame viewer
Password sesasans

Check IP and Port

Once you have entered the IP data of the camera you can use the button “Check IP and Port” if the camera
is reachable by C-MOR:

Camera Network Data

IP Address/DNS Name | 172.20.1.68

TCP-IP-Port 554
User Name wiewer
Password vesasans

[ Check IP and Port

IDI{I The camera can be reached in the network: IP: 172.20.1.68, TCP-Port 554

Note
This check only tests the reachability of the camera over network. Login credentials will not be checked!

You can also directly adjust the setting, how long the recordings should be stored:

Delete the Recordings aﬂer days

]

L= - T ¥ R S RSy (Y}
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Now select your IP camera model from the ,Camera Type Configuration” menu and press ,Save
Configuration”. In this example a VIVOTEK Camera with the default cam size was selected. At this point
all required parameters for the basic motion and time-lapse recordings are made already:

Camera Type Configuration

Please select the cam type that matches the connected cam:

Cam Type |1, vivotek

VIVOTEK FD8177-HT RTSP Stream 1 New
VIVOTEK FDB179-H MJPEG Stream 1
VIVOTEK FD8179-H MJPEG Stream 1 New
VIVOTEK FD8179-H RTSP Stream 1
VIVOTEK FDB179-H RTSP Stream 1 New
VIVOTEK FDB365EHV MJPG

VIVOTEK FDB365HY MJPG

VIVOTEK FDB366-V MIPEG Stream 1
VIVOTEK FDB366-V MIPEG Stream 1 New
VIVOTEK FDB366-V RTSP Stream 1 New
VIVOTEK FD8367A-V MJPEG Stream 1
VIVOTEK FDB367A-V MJPEG Stream 1 New
VIVOTEK FDB367A-V RTSP Stream 1
VIVOTEK FD8367A-V RTSP Stream 1 New
VIVOTEK FD8369A-V MIPEG Stream 1

Protocol risp:l/ |l
Manual path flive.sdp

[ Save Configuration ]

Click “Save Configuration” after you have set entered the camera network and access values. Motion
detection parameters, recording length of videos etc. can be set up later after making sure the camera
works in general

On the next page, the saved configuration page, you have to activate your camera by clicking “Start
recording”.

IP Video Surveillance
W5.21 | admin | Disk Usage: 4%
Start Menu 1]
Cam2 | Cam3 |

Quickstart

0-MOR

..and you see more!

Recordings System Administration System Status Logout

Saved Configuration for Cam 1

Recording cam 1: deactivated Start recording

The status shows now, that recording for the IP camera has been activated:

IP Video Surveillance
'V5.21 | admin | Disk Usage: 4%
Start Menu B
Cam 2 | Cam 3 ‘

0MOR

and you see morel

Quickstart Recordings System Administration System Status Logout

Recording for cam 1 has been

[ Stop Recording ][ Cam Configuration
System Administration
Start Page

User Manual Page 9



C-MOR Video Surveillance O_MOR

If all parameters are set correct, you are able to see the live view of the camera on the start page:

...and you see more! ...and you see more! ...and you see more! ...and you see more!

0-MOR o MOR | a.MOR (.MOR

..and you see more! ...and you see more! ..and you see more! ..and you see more!

Now it's time to do some testing. Click on the caml1 menu on top and verify when (motion) recordings are
generated. From this menu you simply click on ,,Cam Configuration® to optimize the parameters for motion-
detection, alarm emails, with or without attached videos, the length of single recordings and so on. Details
on the settings can be found in this manual in the chapter ,Administration”.
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2 The Web Interface

The main tool for the operation and administration of C-MOR is the web interface. Enter the IP address
which you have set for example 172.20.1.234. If you don’t have changed your IP address insert the default
IP address such as 192.168.1.2 into the address bar of your web browser as described under step 2. A
window will pop up asking for your user name and password.

The unit is supplied with one pre-configured Administrator user name and password, set to operate and
administrate, respectively.

User name: admin, standard password admin

5 S ; x
Authentication Required

The server http://172.20.1.234:80 requires a username and
password. The server says: C-MOR Web-Administration.

User Name: admin

Password: | *****

C-MOR is being controlled by your individual settings over your web browser:

« Time-controlled recordings

« View of live stream by camera

« Sensitivity of motion detection

« User administration: distribution of rights, creation of new user etc.

« Call, search and display old recordings either as video files or single frames
« Archiving of recordings

« FTP transfer of recordings to a server

« Deletion of recordings for the release of free disk space

« Integration of own/existing cameras (when supported by the system)

e And many more

More information can be found in chapter ,Administration®.

Besides HTTP connections that are transferred over the Internet without encryption C-MOR also offers
encrypted access over HTTPS. In order to use this so-called SSL connection, enter https instead of http
in the URL, such as https://c-mor.your-domain.com or https://IP-address (e.g. 192.168.1.2).

Apart from the standard ports 80 for HTTP and port 443 for HTTPS, C-MOR can also be used over the
alternative port 9000 (for HTTP) and port 9443 (for HTTPS). These alternative ports are used when  C-
MOR is accessed over a firewall and the respective ports on the firewall are already in use by other
applications.

The web surface is divided into 6 main web pages that are built on each other and individual pages for the
corresponding camera:
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2.1 Start Page

The start page consists of the menu in the upper section of the page, 6 camera live views and the reference
to the camera functions.

IP Video Surveillance

M O 2 V5.21 | admin | Disk Usage: 4%

Quickstart Recordings

4. PTZ DEMO

...and you see more! ...and you see more!

o-MOR a_MOR

...and you see more! ...and you see more!

On the start page you will find an overview of all functions for the operation and administration of C-MOR.
As soon as a camera within the net is activated and starts recording, an up-to-date snapshot by the camera
will be displayed. The camera stream size changes with the width of the web browser window. If this is
changed the camera streams change the size accordingly.

If you are logged in as admin (administrator) on C-MOR and if you have C-MOR Version 4.01 or newer
you will see on the right top two buttons to activate or deactivate the motion detection or email alarm with
a single click.

IP Video Surveillance

MOR V5.21 | admin | Disk Usage: 4%
i o Quickstart Recordings System Administration Logout
..and you see more!

Cam4 | Cam$5 | Camé |

These buttons are also available on mobile devices.
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2.2 Camera Page

In example by clicking the button ,Cam 1” you will get to the ,Camera Page” of camera 1. Here you will be
able to see a live image of your camera - provided there is an active connection to it. Furthermore, on this
page you have the possibility to play the recordings of the respective camera, to save, to get to the page
where the camera can be configured and to view a live stream in a separate window. Also, you can see a
preview of each recording. You only have to move your mouse pointer over the preferred video. By clicking
on the pictures, you can play the recordings or save them on your local workstation computer.

IP Video Surveillance Motion Datection is on llEmai Alarmis on ] C-MOR-Stream

OR V5.21 | admin | Disk Usage: 4%
-

..and you see more! Cam2 | cam3 [ cam4 | cams

Quickstart Recordings System Administration System Status
Camé |

Recordings Camera 1, Location: Eingang Integration

2. EINGANG SERVER P 3. Lager 3 Full HD E 4. PTZ DEMO
: T

Cam Configuration Live Stream

Recording Selection Motion Detection Recordings (20 Recordings) Permanent Recordings (20)
Start
Hour: | 0 [ - ' 16.09.2020 u ’ 16.09.2020
pay: |16 [
Month: 09 B
Year: 2020 B

End . 8\ as oS - [ o

. 2,'; 2020-09-16 12:58:20h 2020-09-16 12:56:00h 2020-09-16 11:41:15h 2020-09-16 15:00:00h
ST —B 4494 KB 2400 KB 2326 KB 182 KB
Day: [ < |
Month:| 09 B
Year: | 2020 B

{2 Motion Detection
2 Permanent Recordings

View Recordings

2020-09-16 11:20:03h 2020-09-16 11:13:57h 2020-09-16 11:11:59h 2020-09-16 14:00:00h

2185 KB 2148 KB 757 KB 3719 KB
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2.3 Quick Start Page

On the Quick Start page you are able to choose the size of the stream by clicking on the play button of the
camera in question. Then the live stream will be opened and start playing in the requested size in a
separate window.

0.MOR

...and you see more!

C-MOR-Stream

IP Video Surveillance Motion Detection is on ll Email Alarm is on

V5.21 | admin | Disk Usage: 4%
Start Menu &3

Recordings System Administration System Status

7%

Cam4 | cam5 [ camé |

2. EINGANG SERVER -

3. Lager 3 Full HD

280x720Pixel ii 1920x1080Pixel [m]| i; 1920x1080Pixel
[@ €40x360Pixel [m]| L@ 960x540Pixel [=]| 960x540Pixel

20x180Pixel 480x270Pixel 480x270Pixel

5. Lagertor

[€3) 720x576Pixel (€3 1920x1080pixel ! :
Camera 6 is not active.

[@3) 3c0x280Pixei ) (@3 scoxsaopixel =]

[€3) 180x144Pixel ] [ 4s0x270Pixel ]|

The Quick Start Page has a great advantage! It starts up quickly even it is accessed through a slow Internet
connection. The small thumb nail camera pictures are updated in a very low refresh rate only. Every few
seconds the image will be updated. This means that this page is not usable for live monitoring.

Another advantage of this page is the independent view of single camera streams. Users have the
capability to open camera stream by camera stream and place the single views where ever they want to
have it on their screen. Also, this single camera live streams are enabling users to use ActiveX cameras
in combination with Apple’s Safari or other non-Internet Explorer web browsers!

The following site will show you an example of the different sizes of the livestream view.
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(-MOR

..and you see more!

LILIL - C=T0OF = DOE

Livestream in full camera resolution, 768x576 pixels in this example

LWL« C-MOR= DE

Half camera resolution, 384x288 pixels Fourth camera resolution, 192x144 pixels
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2.4 Recordings

Under the menu item ,Recordings” your recordings can be administrated. The main functions of this page
are selecting recordings by camera and time frame to review or save the recordings, upload to a FTP
Server, delete recordings by camera and time frame and single selected deletion of recordings:

a-MOR

IP Video Surveillance

W5.21 | admin | Disk Usage: 4%

C-MOR-Stream

Start Menu 4] Quickstart System Administration System Status Logout
..and you see more! Cami | Cam2 | cam3 [ Cam4 [ Cams
Youarsin the Recordings Overview
Recordings Menu
Selaotion of Racardings Recordings Selection for Viewing or Saving

Selection of recordings for specific - - - -
DT e e StartHour: 0 [gDay: 16 [ Month:| 09 [ Year: 2020 [9
types.

Admin Mode: FTP-Server EriEe & Day:

16 [ Month: 08 [ Year:| 2020 o
Selection of recordings that have to
be manually uploaded to the already
configured FTP server. The FTP
sarver data are configured in the

Cam 1 Cam 2 Cam 3

System Administration. Cam 4 Cam 5 Cam 6
Admin Made: Daletion of Recordings by Motion Detection
Racordings

Permanent Recordings

Selection of recordings for manual o —
deletion previcus to the automatic Epiay racedings

delation by the systsm.

Admin Moda: Deletion of Single .
Recordings Save Recordings to FTP Server

Recordings of the individual cams
will b displayed and can be StartHour:| 0 [ Day:| 16 [ Month:| 09 [gYear: 2020 [
specified for the deletion of

individual s=ctians. End Hour: | 24 [gDay:| 16 [JMonth:| o5 [ Year:| 2020 [

Cam 1 Cam 2 Cam 3
Cam 4 Cam 5 Cam 6
Recordings by Motion Detection

Permanent Recordings

[Upload Recordings to FFP:SeNer]

(Saving may take some minutes.
Please do not cancel this process!)

Itis only possible to upload recordings that have been recorded more than one hour age and are no longer invelved in a current recording.

In the lower part you find the functions for deleting your recordings.

Delete Recordings

StartHour:| o [ Day:| 16 [gfMonth:| 09 [oYear:| 2020 [

End Hour: 24 [4Day:| 16 [gMonth:| 09 [ Year| 2020 [

Cam 1 Cam 2 Cam 3
Cam 4 Cam 5 Cam 6
Recordings by Motion Detection

Permanent Recordings

Delete Recordings

Delete Single Recordings

StartHour:| o [ Day:| 16 [ Month:| o9 [oYear: 2020 [

End Hour: 24 [4Day:| 16 [gMonth:| 0o [ Year| 2020 Ko
Camera: <)
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Once you have selected the time frame, camera and the recording types the next page shows you all
found recordings as motion snapshot preview pictures. Use the mouse-over a picture to see in a little
preview video the scene which was recorded in the selection.

IP Video Surveillance

c M OR V5.21 | admin | Disk Usage: 4%
-

Start Menu
cam1 | cam2 |

Quickstart Recordings System Administration System Status
am3 | cam4 [ cam5 [ camé |

..and you see more!

You ar in the Recordings: 00:00:00 09/16/2020 to 23:59:59 09/16/2020
Gam Menu Motion Detection Cam 1 (21 Recordings) Permanent Recordings Cam 1
————— Eingang Integration Eingang Integration (17)
Cam Recordings 16.09.2020 . 16.09.2020
The current display shows the

recordings of the previously
selacted time frame. By selecting
date and time a certain time period
can be chosen.

Motion Detection

In the left column all recordings that
have been generated due to motion
detection are listed. Besides videos
it is also possible to display single
frames that have been racorded
during motion detection. This
requires that single frame recording
is activated in the configuration
settings. Please select the number
of movies you want to play, starting
with the selected one. Movies can
be selected until the end of the

45N
2020-09-16 11:41:15h 2020-09-16 15:00:00h
2326 KB 427 KB

current day by selecting the number

of recordings to display. /5 p | /4
20: 5 11:13: 11:11: 2020-09-16 14:00:00h
e e 2020-09-16 11:20:03h 2020-09-16 11:13:57h 2020-09-16 11:11:59h et i
2185 KB 2148 KB 757 KB
In case the cam menu

is set accordingly, the generated
fast motion recordings will be listed
in the right hand table.

2020-09-16 10:39:22h

2020-09-16 10:26:53h 3419 KB
1160 KB

3374 KB

M V X
/A
020-09-15 13:00:00h

2020-09-16 12:00:00h
3380 KB

LS
2020-09-16 10:25:53h 2020-09-16 10:15:31h 2020-09-16 10:12:47h
10856 KB 895 KB 2309 KB

The same motion snapshot preview function is in all camera pages available:
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IP Video Surveillance i o i i C-MOR-Stream

M O R V5.21 | admin | Disk Usage: 4%
5 Quickstart

...and you see more! m 3 | Cam4 | Cam §

Recordings System Administration System Status
camé |

Recordings Camera 1, Location: Eingang Integration

2. EINGANG SERVER E 3. Lager 3 Full HD F 4. PTZ DEMO

v 10R - DE

Cam Configuration . Live Stream |

Recording Selection Motion Detection Recordings (20 Recordings) Permanent Recordings (20)

Start
Hou: (0 B . ‘ 16.09.2020 . . 16.09.2020

Day: T B
Month:| 09 [

Year: 2020 B

End

Hour: | 24 [
Day: | 16 a
Month: 09 B
Year: | 2020 B

2020-09-16 12,5600h 2020-09- 16‘1 5:00:00h
2400 KB 1557 KB

B

Motion Detection
Permanent Recordings

2 /
2020-09-16 11:41:15h 2020-09-16 11:20:03h 2020-09-16 14:00:00h

P - < 2020-09-16 11:13:57h
View Recordings I 2326 KB 2185 KB 2148 KB 3719 KB

Each individual user can set the size of the preview pictures and the preview individually in the user
settings. The user settings can be found in the “System Administration” page under “User Administration”.

2.5 Show Recordings

By clicking on the button ,Display Recordings” on the ,Recordings” site you have the choice to select
separate cameras, a desired period to display and the type of your desired recordings.
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IP Video Surveillance

V501 admin | Disk Usage: 4%
Start Menu

Cam 1 l Cam 2 ] Cam 3 l

Motion Detection is on Jl Email Alamm is on|

Script-Stream v

(.MOR

and you see more!

Quickstart System Administration System Status Logout

You are in the

Recordings Overview
Recordings Menu

Selection of Recordings Recordings Selection for Viewing or Saving

Selection of for specific
:;ﬂ;:enodsv cams snd recording  |Start Hour:| 0 v |Day:| 11 v |Month: 05 v Year| 20& v
Admin Mode: FTP-Server EndHour: | 24 v |Day: 11 v Month:| 05 v |Year 20%'F v

Selection of recordings that have
to be manually uploaded to the
already configured FTP server.
The FTP server dats are

configured in the System '
R “|cam 1 Cam 2 Cam 3
Cam 4 Cam 5

¥ Recordings by Motion Detection

Admin Mode: Deletion of
Recordings

Selection of recordings for manual .
deletion previous to the i ¥ Permanent Recordings

deletion by the system.

Display Recordings

Admin Mode: Deb}ion of Single

Recordings of the individual cams. |
wil be displayed and can be Start Page |
specified for the deletion of

individual sections.

After your selection of camera, desired period and type of your recordings (motion detection or permanent
recordings) you will be redirected on following site.

IP Video Surveillance

Motion Detection is on JllEmas Alarm is onJll Script-Stream ¥

V5.01 | admin | Disk Usage: 4%

(.MOR

Quickstart Recordings System Administration System Status Logout
and you see more! Cam1 [ cam2 | cam3 |
You are in the Recordings: 00:00:00 05/11/20%% to 23:59:59 05/11/20 ™
Cam Menu |Motion Detection Cam 1 (6 Recordings)| |Permanent Recordings Cam 1|
R Front Entrance Front Entrance (12)

11.05.20 & 11.05.204 %
The cument display shows the > - 3
recordings of the previously it
selected time frame. By selecting 4 n
date and time a certain time period \
can be chosen.
Y

Motion Detection

In the left column all recordings

that have been generated due to Frames Frames 20%7-05-11 11:00:00n
motion detection are listed. 207%-05-11 10:30:34h 20% -05-1102:44:43n 1108 KB
Besides videos it is also possible 2002 KB 2805 KB

1o dispiay single frames that have
been recorded during motion

detection. This requires that single T v
frame recording is activated in the
configuration settings. Please
select the number of movies you
want to play, starting with the
selected one. Movies can be
selected until the end of the
current day by selecting the
number of recordings to display.

2077-05-11 10:00:00h

Frames
2078-05-11 00:22:48h

Permanant Recordings 3601 KB

In case the cam
menu is set accordingly, the
generated fast motion recordings
will be listed in the right hand
table.

20%7-05-11 08:00:00n
2173 KB

On this page you see pictures of your recordings and you have the opportunity to look first to the preview
videos. This preview videos show you a few seconds of the complete recording. Just move the cursor over
the image.

2.6 Save Recordings

You can play recordings or save them. First you need to select the number of scenes, which is to be stored
or played
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IP Video Surveillance Scip-Stream v [N

c M O R V5.01 | admin | Disk Usage: 4%

Start Menu Quickstart
and you see more! _Cam1 | cam2 | cam3 [

Recordings System Administration System Status Logout

You are in the Recordings: 00:00:00 05/11/20%% to 23:59:59 05/11/201%
Cam Menu Motion Detection Cam 1 (6 Recordings) Permanent Recordings Cam 1
R Front Entrance Front Entrance (12)

11.05.20° % 11.05.208%

]

The current display shows the
recordings of the previously
selected time frame. By selecting
date and time a certain time period
can be chosen.

Motion Detection

In the left column all recordings

that have been generated due to Frames Frames Frames 2097-05-11 11:00:00n
motion detection are listed 20 '#05-11 11:04:12h 20#9#-05-11 10:30:34h 20%05-11 00:44:43n 1531 KB
Besides videos it is also possible 3036 KB 2002 KB 2805 KB

1o dispiay single frames that have
been recorded during motion
detection. This raquires that single
frame recording is activated in the
configuration settings. Please
select the number of movies you
want to play, starting with the
selacted one. Movies can be
selected until the end of the
current day by selecting the
number of recordings to display.

L

207705-11 10:00:00n
1097 KB

Erames
2079-05-11 09:22:48h
Permanent Recordings 3801 KB —
In case the cam i ) o
menu is set accordingly, the ) 3
genersted fast motion recordings
will be listed in the right hand

table.

20%7-05-11 09:00:00h
2200 KB

After clicking on the picture there will be a message for 5 seconds with the following text:” Video starts.
Please wait! ”. After that it appears another window which asks you if you want to save or to open the file.
For saving you confirm your selection by clicking on the button ,Save”.

Firefox
Opening s20150515-10-timelapse.mpg B

You have chosen to open:
|| s20150515-10-timelapse.mpg

which is: Movie Clip (103 KB)
from: http://172.20.1.234

What should Firefox do with this file?

() Openwith | Windows Media Player (default) v

(®): Save File l

[] Do this automatically for files like this from now on.

OK Cancel

Now you can save space and delete the single recording on C-MOR.

Note

C-MOR tries to control your browser in that way. That always a window appears which is asking you,
if you want to save or to watch the film. But if your browser doesn’t show you that possibilities, you
have to check the settings of your browser. And if you want your browser to ask you, you have to
change the settings of your browser.

For every Recording which was recorded by the reason of motion, there are separate single-frame-scenes,
in case of you have activated them.
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2275 KB

By clicking on ,Frames” you will be redirected on the site, where you can look at the single pictures or you

can download them as ZIP-file.

If you have a Mac from Apple and your recordings can not be played, you have to go to the menu item
»System Administration” and select the respective user:

User Administration ]
User Display Name Change Password User Configuration Delete User

admin Administrator [ Change Display Name [ Change Password [ User Configuration ] "

damo Demo User [ Change Display Name [ Change Password [ User Configuration ] [ Delete User ]
macdemo Mac Demo User [ Change Display Name [ Change Password I User Configuration I [ Delete User ]
windowspad Windows Tablet Demo User [ Change Display Name [ Change Password [ User Configuration ] [ Delete User ]
michaelr Michael Reuschling [ Change Display Name [ Change Password [ User Configuration ] [ Delete User ]

Click the button “User Configuration” to confirm your selection.
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Next you have to check if the Mac-OS Optimization is marked.

IP Video Surveillance on i 3 Alam i C-MOR-Stream

M O R V5.21 | admin | Disk Usage: 4%
i Start Menu |+ Quickstart Recordings

.and you see more! Cami | Cam2 | Cam3 [ Cam4 [ Cam5 | Camé

System Administration System Status

Your are in the

Menu User Configuration Manage User Settings

User Permissions and Setii
ser Fenmissions and Seiings Selected User: macdemo (Mac Demo User)

Set which functions the selected o

user can use in the C-MOR web macdemo (Mac Demo User) ﬂ[ Selact User
interface and if the web interface
and the video recordings are
optimized for MacOS or tablets.

I e e [ 21 Fl e User Rights and Settings in the Web Interface

optimization

For the use over Internat it can be

useful to slow down the live stream

to get faster dowrloads of The user has the permission to change the own password
recordings. Set the delay in this

section.

The user has the permission to view the Quickstart page
Camera Permission

Simply chack the chaeck mark of the
camera for the user you want to
grant access to the camera

The user has the permission to view the Recordings page

o The user has the permission to view the Systemstatus page

This configuration sets the dafalt ) ) .
view mode for the live cam view for The link to the camera will be viewed to the user

all users. The default C-MOR
Stream Mode works in all browsers, . .
but loads C-MOR and the PC or The user has the permission to set up the stream mode and the video playback format self

user device. MIPEG provides a
smoather playback of the
livestream, but is not supported by The user has the permission to set up the Motion Snapshot Preview self
&ll browsers and is not shvays
passad through by all firewalls
_— Video recordings and web interface are optimized for MacOS

User Settings for the Mation

Snapshot Overview

- ) The video recordings selection tables are displayed optimized for tablet computers
Tha praview image of tha video

Click ,Save Configuration® afterwards.

2.7 Play Recordings

The playing of your recordings is the same procedure like saving. Just select ,Open” the file when your
browser asks you if you want to save or to open. Your Media-Player will start and play the recordings.

2.8 Delete Recordings

There are two options to delete recordings. In addition, you can select your recordings hours exactly.
Cameras can be selected individually.
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Delete Recordings

Start Hour:| 0 v |Day:| 15 ~ Month:| 05 v Year:| 20 v

End Hour: 24 + Day: 15 v Month: 05 +|Year: 20"1 ~

[ Icam1 [lcam2 [Icam3
Recordings by Motion Detection
Permanent Recordings

Delete Recordings

If you choose this option, your recordings will be deleted directly.

Under the Menu item ,Delete Single Recordings” you can select a period of time of specific camera. In the
next opened window, you can select each record individually for deletion.

Delete Single Recordings

Start Hour:| 0 v |Day:| 15 v Month:| 02 v |Year: 20 v
End Hour: | 24 v Day: 15 « | Month: 05 v Year: 20"F «

Camera: Cam1 v

Select Recordings

Now the next opened window shows your recordings | a list.

Motion Detection Recordings Cam 1
00:00:00 to 23:59:59 20 %-05-15

Permanent Recordings Cam 1
00:00:00 to 23:59:59 20+ -05-15

Delete | Start Time | Bytes Delete | Start Time | Bytes
No Recordings found 15.05.20% 8
13:00:00h 89326
O 12:00:00h 110148
11:00:00h 110150
O 10:00:00h 110212
O 09:00:00h 110365
O 08:00:00h 110265
07:00-00h 110246
] 06:00:00h 110249
O 05:00-00h 110238
O 04:00:00h 110230
03:00:00h 110261
02:00:00h 110274
01:00:00h 110326
00:00:00h 110305

After marking the recordings you want to delete, you confirm your selection with clicking the ,Delete

Recordings” button.

Following a pop-up window appears, now you have to confirm once again your selection. This ensures
that no important records are deleted accidentally.
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0-MOR

Do you really want to delete the selected recordings?

Cancel
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2.9 System Administration

Under ,System Administration” you can define all important configuration settings in order to adjust C-
MOR to your requirements and ensure a smooth operation in your network. The following sub chapters go
into the details of the different configuration options.

IP Video Surveillance
W5.21 | admin | Disk Usage: 4%

Modion Dataction is on liEmai Alarm is on C-MOR-Stream

0-MOR

l Language

lstart Page Configuration

lRemote Access Configuration

lSlacking Slave Configuration

l Software Update open/close ]

l License Upgrade open/close ]

l Backups open/close ]

l System Restart openiclose ]

Start Menu Quickstart Recordings System Status Logout
..and you see more! Cam1 | Cam2 [ Cam3 [ Cam4 | Cam5 | Cam6 |
[feur are In the System Administration
System Administration
Menu
lSystem Name ]
lNelwork Configuration l
(S5t Cortrcate |
[—T— lProxy Server Configuration l
[ Time Zone |
[ wesna | lEmaiI Alarm l
.
= [SetTime |
lConfiguration of the Time Zone l
recordings
Cam Cortipaston lTime Sorver ]
| User Administration |
(s lMamtenance Mode l
. .
B lStorage Time of Recordings l
lAutomatic Deletion of oldest Recordings l
_— lCamera Configuration l
| User Administration ]
—— IFI'P Server Configuration l
SylmResst | ISFTP Server Configuration l
System Shuldown

l System Shutdown open/close ]
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2.10 System Status

Under ,System Status” there is an overview listing status information of C-MOR. In the upper area you see
your version number with the sum of your licensed cameras, your use disk space und your system
utilization. In addition, under the system utilization, the operating time of your C-MOR s displayed. The
operating time refers to how long your C-MOR is straight on. If a restart or system failure have happened,
you recognize the fact that the operating time has started again from O.

0-MOR

..and you see more!

IP Video Surveillance
V5.21 | admin | Disk Usage: 4%

Start Menu =] Quickstart Recordings
Cam1 [ Cam2 | Cam3 | Cam4 [ Cams [ Camé

C-MOR-Stream

System Administration

You are in the

System Status
System Status Menu

Version Display Version Display
Displays the installed C-MOR .
version. System: C-MOR15-6
System Name: C-MOR-V5-Demo
Used Disk Spaca
Version: 5.2100
Bl s (e Tem 6L MAC Address: 9c:5c:8e:cd:84:b3

internal hard disk.

Systam Utilization

Used Disk Space

The System Utilization displays how
much CPU is accupied. In an ideal
case the permanent load of 1.0per  Free Disk Space: 1888.13 gigabyte(s)
CPU cora should not be exceadad. e

The graphic is updated each 5 System Capacity: 4% in use

minutes. The times (1, 5 and 15 Calculate and list disk space

minutes) shaw the time frame in

which the results were measurad.

The Swap Usage value indicates
whether the data memary
(SSD/HDD) is being used to offfoad
RAM. If you have a S50 in use, this
value must b 0 MB, otherwise
hardware failures may occur.

Below the system load, the lngth of  System Utilization
fime is displayed since the last
reby f th tem.
i Average System Utilization (1 Minute, 5 Minutes, 15 Minutes): 1.19, 1.04, 1.06

Cam Availability In The Metwork (4 CPU cores)

C-MOR displays what cams ar
automatically detacted in the

netwark.
w
=]
Cam Recordings ©
o
Display of the cument cam status, H
showing where the recording is -
activated. o
|
Network Utilization
Tue 18:00 Wed 00: 00 Wed 06:00 Wed 12:00
Sﬂ::ju:::yofmac-uon O CPU Load in 1 Minute Max: 3.85 Average: 0,93 current: ©.87
= an. B CPU Load in 5 Minutes Max: 3.53 Average: 0,94 Current: 0.95
B CPU Load in 15 Minutes Max: 3.11 Average: 0.93 Current: 1.05

Log Files

The log files help to analyse errors.
The Iogfiles can be sand to the
C-MOR support if requirad. Also,
the log files show if emails ware System Uptime: 62 Days, 21 Hour(s), 12 Minute(s)
sant carractly from C-MOR.

Swap Usage: 0 Megabytes
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0-MOR

2101 CPU Load

The CPU Load shows how much the system is used. This is important to realize if the C-MOR system is
overloaded. Reasons for this are too much frames per second (fps) in motion detection mode or too big
camera pictures in connection with additional cameras. It should be noted, the ,Load” parameter refers to
the used CPU cores or must be divided by this number. With a load of 1 and just one CPU core the system
is running at 100 % on the CPU. With a Load of 1 and two CPU cores the system is running only 50%!

By clicking on the CPU usage graph you call the load graphics for ,Daily” , ,Weekly” , ,Monthly” and

.
Lyearly”
C-MOR CPU Load
Average System Utilization (1 Minute, 5 Minutes, 15 Minutes): 0.11, 0.11, 0.09

{4 CPU cores)

“Daily” Graph (5 Minute Average)

1.2
v 1.0
o
T os
v
H 0.6
2] 0.4
o
g

Thu 18: 00 Fri 00:00 Fri 06:00

CPU Load in 1 Minute Max: 1.03 Average: 0.19 Current: 0.10
B CPU Load in 5 Minutes Max: 0.71 Average: 0.17 Current: 0.12
B CPU Load in 15 Minutes Max: 0.40 Average: 0.14 Current: 0.09

Fri 12:00

"Weekly" Graph (30 Minute Average)

= 2.0

I

c

v

>

"

- Lojf

2 I

-3

i { 4 ; :

0. 0 I S IMMSHNST NV el OGP PSR
Sat Sun Mon Tue wed Thu

CPU Load in 1 Minute Max: 2.06 Average: 0.41 Current: 0.17
B CPU Load in 5 Minutes Max: 1.44 Average: 0.28 Current: 0.12
B CPU Load in 1S5 Minutes Max: 0.90 Average: 0.20 Current: 0.09

"Monthly" Graph (2 Hour Average)

4.0
v
2 3.0
s
L
>
L
-4
g
o
)|
WeRlEn 77 o R Ta e e etk o
CPU Load in 1 Minute Max: 3.87 Average: 0.56 Current: 0.90
B CPU Load in 5 Minutes Max: 1.49 Average: 0.33 Current: 0,50
B CPU Load in 15 Minutes Max: 0.90 Average: 0.20 Current: 0.38

“Yearly” Graph (12 Hour Average)

Load average

Dec J=n Feb Mar Apr May Jun Jul Aug Sep
[ CPU Load in 1 Minute Max: 0.80 Average: 0.43 Current: 0.53
B CPU Load in 5 Minutes Max: 0.33 Average: 0.13 Current: 0.20
B CPU Load in 15 Minutes Max: 0.21 Average: 0,08 Current: 0.11

Oct
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2.10.2 Camera availability and the Network Utilization

The middle part of this site shows you the camera availability and the Network Utilization of your C-MOR.
Using these graphics utilization errors in the network can be detected. The graphics are divided in incoming
network traffic (green line) and in outgoing network traffic (blue line).

Cam Availability in the Network

Cam 1 is available in the Network: 172.20.1.96, TCP-Port 554.
Cam 2 is available in the Network: 172.20.1.81, TCP-Port 554.
Cam 3 is available in the Network: 172.20.1.73, TCP-Port 554.
Cam 4 is available in the Network: 172.20.1.54, TCP-Port 554.
Cam 5 is available in the Network: 172.20.1.41, TCP-Port 554.
Camera 6 is not active, no check for 192.168.1.16 on TCP-Port 80.

Camera Recordings

Recording for Cam 1 is active.
Recording for Cam 2 is active.
Recording for Cam 3 is active.
Recording for Cam 4 is active.
Recording for Cam 5 is active.
Recording for Cam 6 is not activel

Network Utilization

J.OM
6.0 M
5.0 M

Bits/s

4.0M

3.0 M+
Tua 18:00 Wed 08: 0 Wed 06:00 Wed 12:00

E Incoming Max: 6.76M Avg: 3.74M Current: 3.12MBits/s

3.0HM
i
W oz2om
&
B
@ 1gm JJ\
; A A r
Tue 18:00 Wed 00: 08 Wed B86: 88 Wed 12:08
B Outgoing Max: 3.36M Avg: 0.58M Current: 1.02MBits/s
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210.3 System Log File

In the lower part of System Status the log files are shown which can be used to get support. Just copy and
paste the Log into an email, and send it to the C-MOR support team. The Log File can be very useful to
solve problems or to fix them.

System Log File

Nov 9 07:21:05 c-mor-v5 cam3: [1] [NIC] [STR] stream stop: Closing stream listen socket & active stream A
sockets

Nov 9 07:21:05 c-mor-v5 cam3: [1] [NIC] [STR] stream stop: Closed stream listen socket & active stream

sockets

Nov 9 07:21:07 c-mor-v5 cam3: [0] [NIC] [ALL] main: Threads finished

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] motion_startup: Using default log level (NIC) (6)
Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] motion_startup: Motion 3.4.1l+gite44aS5a9 Started

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] motion_startup: Logging to syslog

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] motion_startup: Using default log type (ALL)

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] motion_startup: Using log type (ALL) log level (NIC)
Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] become_daemon: Motion going to daemon mode

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NTIC] [ALL] motion_ startup: Motion running as daemon process

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ENC] ffmpeg init: ffmpeg LIBAVCODEC BUILD 3747941 LIBAVFORMAT BUILD
3746148
Nov 9 07:21:09 c-mor-v5 cam3: [0] [NIC] [ALL] main: Stream port 9803

Nov 9 07:21:09 c-mor-v5 cam3: [0] [NTC] [ALL] main: Waiting for threads to finish, pid: 3652

Nov 9 07:21:10 c-mor-v5 cam3: [1] [NIC] [ALL] image_ring resize: Resizing pre_ capture buffer to 1 items

Nov 9 07:21:10 c-mor-v5 cam3: [1] [NIC] [DBL] motion_init: Database backend mysqgl

Nov 9 07:21:10 c-mor-v5 cam3: [1] [NIC] [STR] http_bindsock: stream testing : IPV4 addr: 127.0.0.1 port: 9803
Nov 9 07:21:10 c-mor-v5 cam3: [1] [NIC] [STR] http bindsock: stream Bound : IPV4 addr: 127.0.0.1 port: 9803
Nov 9 07:21:10 c-mor-v5 cam3: [1] [NIC] [ALL] motion_init: Started stream server in port 9803 auth Disabled
Nov 9 07:21:10 c-mor-v5 cam3: [1] [NTIC] [ALL] image_ring_resize: Resizing pre_capture buffer to 4 items

Nov 9 07:21:10 c-mor-v5 cam3: [1] [WRN] [NET] netcam next: called with no data in buffer

Nov 9 11:41:20 c-mor-v5 caml: [1] [NIC] [STR] stream stop: Closing stream listen socket & active stream
sockets

Nov 9 11:41:20 c-mor-v5 caml: [1] [NIC] [STR] stream stop: Closed stream listen socket & active stream
sockets

Nov 9 11:41:21 c-mor-v5 caml: [0] [NIC] [ALL] main: Threads finished

Nov 9 11:41:22 c-mor-v5 cam2: [1] [NIC] [STR] stream stop: Closing stream listen socket & active stream
sockets

Nov 9 11:41:22 c-mor-v5 cam2: [1] [NIC] [STR] stream stop: Closed stream listen socket & active stream
sockets

Nov 9 11:41:23 c-mor-v5 cam2: [0] [NTIC] [ALL] main: Threads finished

Nov 9 11:41:24 c-mor-v5 cam3: [1] [NIC] [STR] stream stop: Closing stream listen socket & active stream
sockets v
Nov 9 11:41:24 c-mor-v5 cam3: [1] [NIC] [STR] stream stop: Closed stream listen socket & active stream
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Mail Log File

Nov 10 12:02:31 c-mor-v5 [1417]: daemon started -- version 2.7.1, configuration /etc/
Nov 10 12:02:31 c-mor-v5 [1491]: DES6D4019716: message-id=<20161110110231.DES6D4019716@c-moxr-v5.c-mor-video.com>
Nov 10 12:02:33 c-mor-v5 [1417]: terminating on signal 15

Nov 10 12:03:02 c-mor-v5 [1785]: daemon started -- version 2.7.1, configuration /etc/
Nov 10 12:03:27 c-mor-v5 [1785]: reload -- version 2.7.1, configuration /etc/
Nov 10 12:03:27 c-mor-v5 [1785]: reload -- version 2.7.1, configuration /etc/

In support case you should ,,copy” the log file and ,paste” it into the support-contact-form. You can find this
form on https://www.c-mor.com.
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2.11 Control with the iPad

You can use all functions of C-MOR with an iPad just like you can do with a desktop computer. But with
the iPad you are mobile and you have your video surveillance always at your hand.

The following points characterize the iPad functions:

Live view of many different camera models, even if the camera self has no direct iPad support
Playback of motion, permanent or time-lapse recordings

Watch single frames

Just get started. There is no App installation required

Control your PTZ cameras

e Receive alarm emails with video attachments

¢ And many, many more!
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2.11.1 The Web Interface of the iPad

On the Start Page you find an overview of all functions for the operation and administration of C-MOR. If
a camera is in recording mode, the Live View of the camera will appear here.

The web interface is same as the web interface of a normal web browser on your PC. Also, all features
are available and the C-MOR web page is almost the same as you are used to with your PC.

In the Start Menu, you can see an overview of all installed cameras that can be accessed by C-MOR. You
can touch on the camera live picture to select a single camera and watch the live view in a bigger picture
or playback recordings.

eec00 Telekom.de T ¢ 08:03 ¥ 82 % mm»
5 N “memems, C-mor-video.com x M +
C-MOR... and you see more... Video surveillance online demo of C-MOR. It works i... C-MOR... and you see more...

IP Video Surveillance

c M O R V5.01 | admin | Disk Usage: 4%
-

& Quickstart Recordings System Administration

and you see more! Cam 3 | Cam4 I Cam 5 | Cam 6 [

1. Haupteingang - 2. FCS-0030 e 3. 1280x800 Level1

13510 GRRADI CELSTUS

4. PTZ Hohenzollern 5
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2.11.2 Quickstart

The menu Quickstart shows the overview of all cameras, too. However, there is no Live View available in
this menu. Here you just see static pictures updated every 15 seconds. If you have a small bandwidth
connection of your iPad, this has the advantage, that you still have good access to the cameras. Here you
can also choose the live stream, and you are able to play it with your iPad. If you are using C-MOR
frequently through a low bandwidth connection it makes sense to bookmark this page as your C-MOR start
page. It starts up faster than the other pages.

®e000 Telekom.de & 08:03 % 82 % mm»
< AN s c-mor-video.com e M +
C-MOR... and you see more... Video surveillance online demo of C-MOR. It works i... C-MOR... and you see more...

Motion Detection is on ll Email Alarm is on |l Script-Stream

IP Video Surveillance
V5.01 | admin | Disk Usage: 4%
Start Menu 3

0.MOR

..and you see more!

Recordings System Administration System Status
Cam4 | Cam5 [ Camé |

1. Haupteingang R 2. FCS-0030
1280x720Pixel 640x400Pixel

3. 1280x800 Level1 -

i
1280x800Pixel
o .

[y

4. PTZ Hohenzollern

768x576Pixel

No permission for Camera 6.

[@ FrTErTr— If you want to watch the live view of a camera, click on the button with
the display size to open the live stream window.

If you click on the static picture in the ,Quickstart” view, you will be forwarded to the Live View site of the
Cam1 | Cam2 | Cam3 |

respective camera. The Live View site can also be reached with the buttons l
etc. in the top menu.
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2.11.3 Camera selection and live-view

On the camera page you have the Live View of the respective camera. The associated motion detection
recordings and time-lapse are listed in the tables below the live stream.

2.11.3.1 Overview and Motion-Detection

Choose for example ,Cam 1”.

You can see a list of pictures which show you your recordings of your motion detection and your permanent
recordings.

ee000 Telekom.de & 08:03 4 82 % mm»
< M I & ! c-mor-video.com c m +
C-MOR... and you see more... Video surveillance online demo of C-MOR. It works i... C-MOR... and you see more...

IP Video Surveillance Script-Stream v [

c MOR V/5.01 | admin | Disk Usage: 4%
£ Quickstart Recordings System Administration System Status

and vou see more! Cam 2 | Cam 3 l Cam 4 l Cam 5 Cam 6 l

Recordings Camera 1, Location: Haupteingang

Recording Selection |[Motion Detection Recordings (18 Recordings)| | Permanent Recordings (20)|
Start 12.10.200% 12.10.200mm
Hour: @ K Preview v Preview K
ooy (2D "

Month: v

Year: Frames Frames 2077-10-12 08:00:00h

201 -10-12 07:48:49n 20::-10-12 07:45:58h 129KB
6009 KB 1244 KB
: o - T
Hiotn 11.10.20 &
GCED[ Preview | | GCED[ Preview | | €N v | Preview | €N v | Preview |

User Manual Page 34



C-MOR Video Surveillance

0.MOR

Your recordings are displayed as images. Just click on the button ,Preview” to watch a little preview of
your recordings. Just to check first what happened during the desired recording.

00000 Telekom.de &

08:04 4 82 % mm>
¢ M g c-mor-video.com e M +
C-MOR... and you see more... Video surveillance online demo of C-MOR. It works i... (%] C-MOR... and you see more...

IP Video Surveillance

V5.01 | admin | Disk Usage: 4%

[Moton Detection is on llEmail Alam is on Jf Script-Stream v I

(-MOR

Quickstart

Recordings System Administration System Status

and you s el

Cam2 | Cam3 | Cam4 | Cam5 | Camé |

Recordings Camera 1, Location: Haupteingang

Recording Selection Motion Detection Recordings (18 Recordings) Permanent Recordings (20)
Start

Hours @ Cn | Preview Preview

Month:

Year: |20m (B4

44 KB

-12 07:45:58h

2077-10-12 08:00:00h
129 KB

1"

Preview

(K3

KD || x|

Preview

Preview

|| x|

Preview

Preview I |

|| CE
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If you only want to see your motion detection recordings you can choose on the left side ,Motion Detection”
and then you have to click on ,View Recordings”.

00000 Telekom.de & 17:41 7 % 63%mM )

e c-mor-video.com

Recording Selection Motion Detection Recordings (20 Recordings) Permanent Recordings (20)
Start 12.10.20=% 12.10.20=
ou: @D (KD (v | D [ roven | D [_Provew ) | D [_Prien ] o Y|

ooy (2D
Month:
Year:

Frames Frames

207%-10-12 15:13:53h 20°9-10-12 11:16:17h 207%-10-12 10:57:23h 207-10-12 10:52:50h
2636 KB 5014 KB 2000 KB 3510 KB

€ v ] Preview v Preview

Frames

207°-10-12 17:00:00h
1405 KB

End
Hour: v

pay: (12 i3
Monlh:
Yoor

Wil

207%-10-12 16:00:00h
Frames Frames 1994 KB

20:-10-12 07:48:49h 20 ®-10-12 07:45:58h

6009 KB 1244 KB

11.10.207%
D o]

m

En Preview

(KD [_Poiew ]

m

_—
| View Recordings

1 1
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After your selection you see following aspect:

ee000 Telekom.de & 08:04 £ 81% )

< m s c-mor-video.com ¢c M + I

C-MOR... and you see more... Video surveillance online demo of C-MOR. It works i... C-MOR... and you see more...

IP Video Surveillance Script-Seam v [

M O 2 V5.01 | admin | Disk Usage: 4%
Start Menu Quickstart Recordings

System Administration System Status

and you see more! Cam 1 ] Cam 2 l Cam 3 ] Cam 4 l Cam 5 l Cam 6 I
You are in the Recordings: 00:00:00 10/11/20 ™ to 23:59:59 10/12/20%%
Cam Menu [Motion Detection Cam 1 (17 Recordings)|
S Haupteingang
mAcorETs 12.10.20

The current display shows the
recordings of the previously
selected time frame. By selecting
date and time a certain time period
can be chosen.

En Preview En Preview
-

Motion Detection
Frames Frames

-10-12 07:48:49h 20 :-10-12 07:45:58h
6009 KB 1244 KB

In the left column all recordings that
have been generated due to motion
detection are listed. Besides videos
itis also possible to display single

frames that have been recorded 11.10.20

SR [N Uameche. Tiee En Preview En Preview Preview (L__n Preview

requires that single frame recording

20

En Preview En Preview

‘l‘{!:.

is activated in the configuration
settings. Please select the number
of movies you want to play, starting
with the selected one. Movies can

be selected until the end of the

current dfay by se!ecﬂr\g the number Frames Frames Frames e Frames Frames

A mcordings fo'depley. 207-10-11 16:50:45h 20°%-10-11 16:37:00h ~10-11 16:16:56h 20%-10-11 16:02:42h 20%9-10-11 16:01:13h 20%:10-11 15:54:57h
Permanent Recordings 1939 KB 2129 KB 1591 KB 3282 KB 1991 KB 2083 KB

In case the cam configuration menu
is set accordingly, the generated
fast motion recordings will be listed
in the right hand table.

En Preview En i Preview

Frames Frames

11 15:48:40h -10-11 15:32:14h 201 10-11 15:01:20h 207.10-11 14:48:39h

2311 KB 1893 KB 1752 KB 1099 KB 1856 KB 2151 KB

En Preview

W

Prevxew

Prewew
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Here you have also the possibility to select the number of scenes you want see and you also can watch a
preview of your recording.

ee000 Telekom.de & 17:41 7} 63 %>

¢ N c-mor-video.com ¢ M +

C-MOR... and you see more... Video surveillance online demo of C-MOR. It works i... C-MOR... and you see more...

IP Video Surveill

V5.01 | admin | Disk Usage: 4%

[Motion Detection is on| Script-Stream v [

(-MOR

and you see more!

System Administration System Status

You are in the Recordings: 00:(
Cam Menu Motion Detection (
Haupteingang 3

Cam Recordings

The current display shows the
recordings of the previously
selected time frame. By selecting
date and time a certain time period
can be chosen.

En Preview En Preview Cn Preview En Preview En = Preview En Preview

Motion Detection

Frames Frames Frames Frames Frames Frames

:‘" the left column ail recordings that 20 -10-12 15:13:53h 20 -10-12 11:16:17h 20 -10-12 10:57:23h 20 -10-12 10:52:50h 20 -10-12 07:48:49h 20 -10-12 07:45:58h
e e 2636 KB 5014 KB 2000 KB 3510 KB 6009 KB 1244 KB
detection are listed. Besides videos
it is also possible to display single
frames that have been recorded 11.10.2015
during motion detection. This = Z : ? 5
review Preview Preview Preview Preview Preview
i ey (KD [ v ] K2 K3 [ v ] [ v |
is activated in the configuration
settings. Please select the number
of movies you want to play, starting )
with the selected one. Movies can 1 4
be selected until the end of the i
;""r:':fg:yg:‘;::':;ﬂ:g e msmber Frames Erames Frames Frames Erames Frames
Y- 20 -10-11 16:50:45h 20 10-11 16:37:00h 20 -10-11 16:16:56h 20 +10-11 16:02:42h 20" -10-11 16:01:13h 20 -10-11 15:54:57h

Permanent Recordings 1939 KB 2129KB 1591 KB 3282 KB 1991 KB 2083 KB
In case the cam configuration menu Preview Preview Preview Preview Preview
e (B2 v ) @ - JI @ - J I (K2 K2
fast motion recordings will be listed
in the right hand table.

Frames Frames Frames Frames

20 -10-11 15:49:44h 20 -10-11 15:48:40h 20 -10-11 15:34:15h 20 -10741 1532 14h 20 -10-11 15:01:20h 20 -10-11 171;48'39h
2311 KB 1893 KB 1752 KB 1099 KB 1856 KB 2151 KB

Cn v Preview En Preview
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Also you have the possibility to select only your permanent recordings and there you have the same
functions like you have by choosing motion detection recordings

#0000 Telekom.de & 08:05 7 % 81% mm»

. .c-mor-video.com

Recording Selection Motion Detection Recordings (18 Recordings)

Start ‘

o En G ED | Preview G IED | Preview
oay: (1 KD
Mot

Year: (20 4

Permanent Recordings (20)

&~

}

Preview

Frames
201 -10-12 07:48:49h
6009 KB

Frames

207-10-12 08:00:00h
201-10-12 07:45:58h 177 KB

1244 KB

Preview

(€0 v ] Preview

20" -10-12 07:00:00h
2897 KB

Frames Frames Frames

20 -10-11 16:50:45h 20 -10-11 16:37:00h 20 -10-11 16:16:56h 20" -10-11 16:02:42h
1939 KB 2129KB 1591 KB 3282

(D [_prover | (D [_rrover ] | D (_prover J | D [_provew ]|

KB
.
Frames

Frames Frames
20: -10-11 16:01:13h 201 -10-11 15:54:57h 20: -10-11 15:49:44h 20:-10-11 15:48:40h
1991 KB 2083 KB 2311 KB 1893 KB

Preview

View Recordings

2077+10-12 06:00:00h
4084 KB

Frames

En Preview
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Now you see your permanent recordings. At this point you also have the possibility to view a preview of
your recording, or to select the number of scenes.

*e000 Telekom.de & 08:05 “ % 81% >
< [:Q Sl c-mor-video.com © m -+ @
C-MOR... and you see more... Video surveillance online demo of C-MOR. It worksi... C-MOR... and you see more...
IP Video Surveillance Script-Stream v [
MOR V5.01 | admin | Disk Usage: 4%
~ Start Menu E | Quickstart Recordings System Administration System Status Logout
and you see more! Cam 1 J Cam 2 j Cam 3 ‘ Cam 4 E Cam 5 i Cam 6 |
You are in the Recordings: 00:00:00 10/11/20% to 23:59:59 10/12/208%
Cam Menu |Permanent Recordings Cam 1|
Haupteingang (33)

Cam Recordings.

12.10.20. =

The current display shows the
recordings of the previously
selected time frame. By selecting
date and time a certain time period
can be chosen.

Motion Detection

-
20 -10-12 08:00:00h
In the left column all recordings that 177 KB

have been generated due to motion
detection are listed. Besides videos

itis also possible to display single
frames that have been recorded '-
during motion detection. This
requires that single frame recording
is activated in the configuration
settings. Please select the number
of movies you want to play, starting -
with the selected one. Movies can 20 -10-12 07:00:00h

be selected until the end of the 2897 KB

current day by selecting the number

of recordings to displa: N

Permanent Recordings

“

In case the cam configuration menu
is set accordingly, the generated
fast motion recordings will be listed
in the right hand table.
20 1-10-12 06:00:00h
4084 KB

v Praview

&
ol

207 7-10-12 05:00:00n
4089 KB

lom e
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Naturally you have the possibility to watch the complete recording and not only a preview. Therefore, you
have to tab the picture of your desired recording and the film will start.

ee000 Telekom.de & 07:56 v % 83 % mm>
m B Lc-mor-video.com © ﬁ +
C-MOR... and you see more... (%] Laden

LI = G =0 DE:

—e
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All PTZ (pan, tilt, zoom) functions are available for the iPad, too. Even if the connected IP camera does
not support the iPad, it can be controlled through C-MOR since C-MOR acts as interface between the iPad
and the IP camera. Further information about the PTZ Control you can find under and 3.2.5.

®e000 Telekom.de & 08:02 7 % 82 % W)
.c-mor-video.com
%
and you see more!

~10-1F

WL C=F0R - DE [0 Pl 0 Pl 1

PTZ Hohenzollern
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2.12 Mobile Devices

C-MOR offers 2 web interfaces for the use with mobile devices like Android phones, Windows Mobile,
iPhone and others. 2 web addresses lead to these mobile interfaces:

/iphone: As the name says, for Apple iPhones
/mobile; For all other devices like Android and also for iPhones with an extra web browser like Chrome.

Both web interfaces do not require installing any App neither on the iPhone nor on Android to use it. Videos
can be viewed as well as using the live view works straightforward.

If alarm videos are forwarded to an Android device and the recordings have a higher resolution, it may

require using an additional video player on the Android phone. In this case we recommend the free
MoboPlayer from the Android Play Store.

Notice
For the use of the functions you need access to the internet like UMTS or GPRS.

2121 Display of recordings at mobile devices and Android

If you want to see the live view of your camera choose for example ,cam 1”. This button will leads you to
the live view of camera 1.

You have the option to activate or deactivate ,Motion Detection” or ,Email Alarm” with a single klick.

e — oo\ e — ee \

X{© 7 .481%H14:30

< : X cam1 Aufnahmen durch... <

demo14.c-mor-video.com

demo14.c-mor-video.com

ive View Camera 1

Overview

’ Motion 1 l ’ Time-lapse 1 ll LOBBY ]l

[ Motion 2 ] l Time-lapse 2 ] [ FCS—0030]

Overview l

l Motion 3 ” Time-lapse 3 ” 1280x800 Levell l

[Woton & [Tme-apse 4|12 ]

[ Motion 5 I [ Time-lapse 5 l [ RAMP NIGHT-VISION ]

[ Motion 6 ] [ Time-lapse 6 ] [ Cam6 ]

Motion Detection is on ] [ Email Alarm is on ]I

By clicking on the link ,Motion <cam no.>" the page with all motion recordings for the selected camera will
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be opened. By clicking , Time-lapse” the page for all time-lapse recordings of the selected camera will be
opened.

By clicking on Overview you will return to the main page.

e = e\ e = e\

N 7 .481%M14:30 N T 481%m14:30

cam1 Aufnahmen durch... <
demo14.c-mor-video.com

x cam1 Aufnahmen durch... <

demo14.c-mor-video.com

]

Overview PF:EWEW
=
aton | Temeiapne 1] 10887 o
[Woten 2 [Tmeapse 2 [Fos 030 =
[oton s | [Timesapse 3| 12605300 Lovat | - A

[Mationl”f lap: 4”Pﬂ ]

[ Motion 5 ] [ Time-lapse 5 ] [ RAMP NIGHT-VISION ] (2

PREVIEW
I Motion 6 ” Time-lapse 6 “ Cam 6 I

[ Motion Detection is on ][ Email Alarm is on ]

N/ N —

If you have selected ,motion 1” and you are touching the button ,preview” it will open the quick preview of
the selected recording on the same web page. The recording is identified by the time stamp in the left
column of the table. The header shows the date of the recordings.

By clicking on the picture itself a window will pop up, offering either to save or to open recording. In case
the data has already been connected to a specific player, the application will then open automatically and
you will be able to view the recordings. Otherwise please open the video manually.

\ » 0:06/0:06

o
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2.12.2 Display of Live Images on the iPhone

For the iPhone there is a separate interface available, to display live streams and videos on mobile
Devices. If you are owner of an iPhone please use following link to show the camera overview on an
iPhone:

http://<your IP address>/iphone

If you want to see the live view of your camera choose for example ,cam 1”. This button will leads you to
the live view of camera 1.

You have the option to activate or deactivate ,Motion Detection” or ,Email Alarm” with a single klick.

sscoo Telekomde F  06:52 92 % N # oo Telekom.de ¥ 06:52 92% L1

& demo5.c-mor-video.com & & demo5.c-mor-video.com C

ive View Camera 1

Motion 1 ] [ Time-lapse 1 ]I LOBBY ]

Motion 2 } [TlmeAllpse 1} [ FCS-DHIU]

l Motion 3 l [ Time-lapse 31 I 1280x800 Levell |

l Motion 4 ] [ Time-lapse 4 ] I PTZ Hohenzollern ]

l Motion 5 l [ Time-lapse 5 ] I RAMP NIGHT-VISION l

Motion Detection is on ] [Email Alarm is nn]

< M m
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By clicking on the link ,Motion <cam no.>” the page with all motion recordings for the selected camera will
be opened. By clicking , Time-lapse” the page for all time-lapse recordings of the selected camera will be
opened.

By clicking on Overview you will return to the main page.

eecco Telekom.de =  06:52 92 % Bt # ee000 Telekom.de =  06:51 91 % ) 4
o demod.c-mor-video.com
& demo5.c-mor-video.com ¢ LSS Y
- Lﬂ jl
3832K m
[2016-01-18) F
PREVIEW
08:27:14h
7887K [j L
Motion 1 l'l'lmn—lapse1 ] [ LOBBY ] 016-01-18) P -
PREVIEW
08:25:36h
[ Motion 2 ] I Time-lapse 2 ] [ FCS-0030 I
5847K [ ﬁ
[ Motion 3 ] I Time-lapse 3 ] { 1280x800 Level ] 016-01-18
PREVIEW 1
08:23:13h .
Motion 4 ] [ Time-lapse 4] [ PTZ Huhem.nllam] t
28
[ Mation 5 ] I Time-lapse 5 } [ RAMP NIGHT-VISION l 018,
08:2
134K Eﬁ
016-01-18}
Motion Detection is on ] [ Email Alarm is on ] PREVIEW
7 — 08:01:25h
< [v] LJ 4704K

If you have selected ,motion 1” and you are touching the button ,preview” it will open the quick preview of
the selected recording on the same web page. The recording is identified by the time stamp in the left
column of the table. The header shows the date of the recordings.

By clicking on the picture itself a window will pop up, offering either to save or to open recording. In case
the data has already been connected to a specific player, the application will then open automatically and
you will be able to view the recordings. Otherwise please open the video manually.
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3 Administration

3.1 System Administration

Under System Administration the user can define all important configuration settings in order to adjust
C-MOR for a smooth operation in the network.

The following settings can be carried out over the system administration:

e Setting the System Name for email notifications

e Carry out network or/and IP settings

¢ |Installation of a SSL-Certificate

e Proxy settings for internet access

e Configuration of email address for global system alerts
e Settime

o Configure time server

e Start/stop recordings (activate/deactivate camera)

¢ Define storage time for recordings per camera

e Auto delete in case of low storage space

e Setup the camera configuration of each camera

e User administration

e Configure Camera Rights and Stream Method for users
e FTP backup of recordings

e SFTP Server configuration

e Setting standard language (German or English)

o Presentation of the Start Page, size of Stream

¢ Remote Access without Dynamic DNS or router configuration
e Stacking configuration (combine up to 6 C-MORs with up to 90 cams)
e System reboot and Shutdown

e Software update and camera model update

e License Upgrade

e |[f activated, Barionet Alarm connection

The following sub chapters will describe you the details of the different configuration options.
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3.1.1 System Name

Under System Name you can find the current system name of this C-MOR. The default system name is
,C-MOR”. Special characters should be avoided when setting up the system name.

System Name

The System Mame is used in various parts and used in emails sent by this C-MOR. It is important to set the System Name.

System Mame: |C-MOR

[ Save System Name ]

Mainly, the system name is used for easily distinguish your C-MORs from each other if you have more
than one in operation. The system name is also used in all emails all sent from C-MOR and in various
places in the user interface.

3.1.2 Change IP Settings

Under Network Configuration the current network configuration of C-MOR is displayed. There you can
change the IP address settings of C-MOR, network mask, standard gateway and DNS server. The changes
are immediately active, meaning that you can only reach C-MOR over the newly defined IP address. C-
MOR continues working at that point!

Network Adapter 1:

IP Address: 192.168.1.2
Network Mask: 255.255.255.0
Gateway: 192.168.1.1
DNS Server 1: 88838

DNS Server 2: 192.168.1.1
DNS Domain: c-mor-video.com

Change IP settings l

By clicking ,Change IP Settings” the following entry mask appears for adjustment of IP settings:

Metwork Adapter 1:
IP Address: 172 |20 1 . 237
Metwork Mask: | 255.255.255.0 w

Gateway: 172 /20 .1 .1
DMS Server 1: (172 .20 81 81
DMNS Server 22 (172 .20 .1 .2

DMS Domain:  c-mor-video.com

l Save Configuration ] [ Resget IP Configuration

[ Start Page ]
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After executing ,Save IP Settings” C-MOR cannot be reached any more.
By entering the new IP address in the address field of your browser, C-MOR can immediately be reached

again.
If you want to reset your IP Settings to default configuration you can choose the Button ,Reset IP settings”.
Network Configuration

The network configuration has been saved.

Network Adapter 1:

IP Address: [172.20.1.234
Network Mask:|255.255 255.0
Gateway: 172.20.11

DNS Server 1: [172.20.1.1

DNS Server 2: 8.3.8.8

DNS Domain: c-mor-video.com

[ C-MOR with new IP Corfiguration ]

Important Note
Please take your time when changing the IP address!

C-MOR will immediately continue working under the new IP address!
Uncontrolled activation/deactivation can lead to data loss and other failures!
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3.1.3 Generating and Installation of SSL-Certificates

open/close

This function allows you to manage the SSL certificate for this C-MOR.

It is possible to generate a Request File (CSR) for a SSL Certificate with the 5" Version of C-MOR. With

this file you can order a SSL-Certificate or generate one yourself. Bear in mind that a self-created certificate
does not reach the same credibility as a purchased one.

To generate the necessary Request File (CSR) and the key (SSL Key), simply fill the correspondent forms.

SSL Certificate

This SSL configuration page manages the SSL certificates on this C-MOR. C-MCR is delivered with a self-signed certificate. This certificate is not trustful. Therefore, this
page provides the ability to install a certificate yourself and activate it. Please read the descriptions in the left menu.

! The C-MOR default certificate is active. Activate a previously established SSL certificate.

[-’—'cti'-;ate C-MOR generated Certificate l [iRej:acti‘-;ate selfinstalled SSL Certificate

Generate new SSL Certificate Request

County Code (2 letter code)
State or Province Name |Baden—WUrtemberg

City

my-c-mor.mydomain.com|

[Gen erate Cerlificate Requ est]

Afterwards click the button ,Generate Certificate”. The following message should appear:

Do you want to generate the SSL Cerificate now? An already installed SSL Key and the Request file (CSR) will be overridden!

OK | | Abbrecnen

Click ,OK” to generate both files

After this C-MOR will generate a CSR-file which will be shown in the CSR-text field. The CSR-file can be
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used for the generation of certificate by a certificate authority. You can also let za-Internet generate the
CSR-file for you. For the usage of a certificate it is important that the key suits to the certificate and the
certificate-bundle (CA-Bundle). Precisely because these files have to match altogether therefore they can

be CSR-file independent uploaded to C-MOR.

Generate Certificate Regqu est]

Certificate Signing Request (CSR)

MIICvDCCRaQCAQAwdzELMAKGAIUEBNMCREUXGTAXBgNVBAGUEEJhZGVuLVEEcnRl
EWJIlcmexEj AQBgNVBACTCURLY ZhpbmdlbjEZMBCGAIUEChMOemE c SWS0ZXJuZXQg
R21iS5DEeMBwGAIUEAXMVEXktYvitb3TubX1kk2lhaW4u¥29ctMITEIjANBgkghkic
SwOBRQEFARCCAQEAMI IBCoKCAQERAOVEIwTdrhnB i TD+H4hEIFLZE0SCZbujoygkfe
U4lgy77Zhk7//a5ytoWRu3nltSnn/EJpEpvCGAVEDTKIXDEQInNLONgpwsRECUgpo
JhGEQCHRgevin64KOrnTTEXX4x1TT0AOvIM WWwEdcI9vhlgIChCGZalgSdCoHTvip
fCBbtZ¥YXB1Q=KETvHItolhCOeGEEZ1J] tHiEfz5N+ve07XzuzY1 7TbnuRjrsul7os
HesiUBJOEBRrwE 1VVVvrUhXNORMDraEGupe JUSBOi RveXUcaKMOhLVVE2TRyAcmwl
JNY2CwCHolZ2W3gdI¥e+glu3i2f6i4TUs6RXPzAE]la4tBSockCwIDRAQABoRARWDOY.J
HoZIhveNAQEFEQADggEBAKg]l sNEMEQsHOOMEdM 1gloko i 5SESTVLOSVSENSh3Swl
gNgMalVh2tDgFp4kdSPRISAGCKIOMTL/ Suyvgljmb2x0tnPyt44upélgweulCdixty
FX2dpzad2zXuP5IZ0cxJSfhUAXSvoPMBdiMSY 20T 1uKYuEnXnNw3cSpM i XV+kVu
22o0xVnYQSFVenF20TyxkvOIugyGEoOTUa2 LgxxToUpS5Y vEakvLoByrUSYHE1IMS
SHgSHEIbEDSxZnw2TrPEBzWIMyYVYYZbzsdyQFPZcgf 2 0eOGMALl scWE 2 svQdpihR
nWiwk1TmlEpGec4sVr4PcHswl7TS51MVzUZHznExz2PZ0Y=

SSL Key

MIIEpATEARKCAQEAOVSIwIdrhBiTD+H4hEIFLZfO5CZbujovghfeU4lgyTT7ZhkT/
fasSytoWRu3nlt Smn/EJpEpvCGAVEDTEIXDEqDn LONgpwsRFCUgpoJhGRCHxgevnn
G4KOrhTTEXX4x1TTOR0vIMIWwEdeI9vhlgIChCGZalgSdCoHT vipfCEbtZYXEB1Qs
K8 TyHItolhCOeGEEZ1JFtNIiEf=z5N+ye 0T zuz¥1 7TbnuRjrsul To9He=siUBJOERrv
B1IVVVvrUhXNORMDraEGupeJUSB0iRveXUcaFMOhLVVEPZTRyACTW1 JNY20wCNolZ2
W3igdIY¥e+gCu32f6i4TUs6RXPzRAEla4tBSockCwIDRAQABRGIBADE jFEYsMJEXFCnO
WAQIfpiduVo4Y0zK/dqlxiUK1+nZhEnKvg+2AnwtyusZ/alc/ ZvppilU3vAbKlcY
1vJOuSLcOCLFiSEy8=sK4al=s0=iQyPHEAK] sOkEfXETmF33ZRzryeabS£JD0veENE
=28Lg09FUSWFAL,/cUahS8EVIQEErsWul,/ GX/ 12 TWlyS/ pYrIpQ2VrOQGdi sgmuguP
&6jCupy+0PT29hWezglGRoE+me659+eQi7Z5U0TV/ sAXx6pi IFHhPgxvxxU4hzNyr
UdI4iligaKQOeEImGgCRbJiug7o2LI1ApThSMSiwrY¥2suuV,/ QD2gnMoegPlsdM7E
rE¥cwaECgYER9xWVuaiD9iQocCl POMzXYwovEuRO I TV1sy3giTrodudqgdYGEQola
+z15PPdT7CQ=2ddohk9xhvQiwlWHuCHEi1lw4hf6385AS ZamvevoViVRGm4An2I6GI1
DCE2p¥bpO6l/fE8hlaRxThewIRUt BwnBQpuxfas8p2UHlpv1lpz Yo 6 IECoYEA2OxN
HvYQOFmhECve SEfUGaZVomN fn fHgLEMz 9SBEWE TY SRT 98vw2brMihrYIdBj0uWli
1UUKOVT snRogDggexGUQLI65gD0PHo6 jmEPvDeVOfUH/ BuwvE S5FTRNT ThygcopJdm
hukS1FETYhJDhS5JgcdBesm+MxPO35Pi0vliIkNRSCogYEAuS LRVRZvQTfLoS9P0KaY
ohDbbLhdsxuyx4ia89GigdsDinxpGa,/ gz ITuWWAPELDDgIdRIVThki259VHIAOCE
+76nQilgzyIeNt 7 TWpBunxmwICUIRrJcAS8i0jcUodBER0 Y/ kDEuw2RM3 zWwBL 2+
LDrvsBENhTSHJIS 551 HahviECgYEAxTipTxU20] 58ASVHEEOSZ 3BRX5I fDvniThnBH
1niBmlr+PohZWEMHCEOBCGedWWewyx]/T1gFg+R5Ehx05JGECSbSIYLyYDPXmobQ
oNCEZpT3CByGoXVyAudibDZ /h5pHIZDQa2dQdTUHIitEt9cCTs46Z24cf63 9QUNMKD
TenrNEECgYBGHQCgVvBI+jujLbTNCY4FcginlTaZDzjal550F618yuzidxcURVEvVD
EhegpozFidmJrR+ETYwDBbr 5 J4owPYGpEcrBe+UAZz THMOREnspoz 6WCQKhel 3ueX
nVCEeUsBadEPEFTHrCwkdnHS8U0Gs56R153015TI108Ig59EYUQSUjg==

SSL Certificate (CRT)

If you have generated a CSR-file and a Key yourself they will be shown like here at the C-MOR -interface.
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After you got a SSL-Certificate or did generate one yourself. You can upload it to C-MOR by copy and
paste function of your browser. For this the 3 files SSL-Key, SSL-CRT and SSL-CA-Bundle are necessary.
You can get these files through your SSL-Certificate Agency. Copy this data into the appropriate text

boxes:

SSL Key

MIIEpATEBRAKCAQEROVSIwTdrhB i TD+H4hEIFLZfO5CZbulovahfeldlgyTTZhkT/
SasytoWRu3nLtSmn/EJpEpvCGAVEDTKIXDEgDnLONgpwsRFCUgpoJhGQCHxgevnn
64FOrhTTBXX4x1TT0AOvIMEWwEdecISvhlgIChCGZalgSdCoHTyvipfCEbtZYXEBI1Qs
EETyHILolhCOeGEEZlJjtNiEfzEN+ye0TXzuzY17TbnuRjrsul709HesiUSJOEBRV
B1IVVVvrUhENORMDraEGupeJUSB0iRveXUcaFMOhLVVE2TRyACw 1 JHY2C0wCHolZ2
W3igdIY¥Ye+gCu32f6i4TUs6RAXPzRAE1a4tBSockCwIDAQRARAoIBADE ] FEYsMJEXFCOnO
WAQI fpiduVo4Y0ozE/ dglxiUKl+nZhenEvg+2AnwtyvulZ/alt/ ZvppilUavAbElcY
1vJOuSLc9CLFis8vEsK4als0siQvPHEAK] sOKBEXETmF33ZRzrveca65£J0DvsENE
SELgO9FUSWFAL/ cUahSEEVIQEErsWuK/GX/12TW1y 9,/ pYcdpQ2VrORGdisgmuguP
63Cupy+0PT29hWezglGRoE+me659+eQiTZ5UTV/ sAx6pi IFHhPgrvxQxU4hzNyr
UdI4iliga¥QOeEInGgCRbJiugTo2Ldl1ApIhSMSiwr¥2sunV,/ QD2 gnMoegPledM7E
rE¥cwaECgYER9XWVuaiD9igeCl POz YwEvkuR0ITmV1sy3giTrod4uhgdYGeQola
+z15PPd77CQ=2ddohkIxhyQiwlWHuCMBilwdhf63ESAE ZamvevoViVEGMInZ I6GIL
DCEB2pXbp06l/f8AlaRxThewJRUCEwnBQpuxfgs8p2UH1pvlLpzYo69ECGYERZOXN
HvYQUEnMhECOveSEIUGa ZVOmN fmX fHLAMz 9 BEwE TYSRT 98vw2brMjhrYIdBj OuWli
1UUKUVI snRogDggexGUQLI65gD0PHo6 jmBEPvDeVOfUH/ RuwvE S 5FTRNT Jhygepdm
hukS1FETYhJODhSJgcdBesm+MxPO35Pj 0vlIkNRsCoYEAuSLRVpZyvQTfLoSSP0KaY
ohDbbLhdsxuyx4ia89GWgd2 DInxpGa,/ gz IITuWWAPELDDgIdR1VTIhki259VHIACCE
+76nQilgzy 96Nt 7 THpBunxmw SCULRr JecASEi0jcUodBEROY/ KDKuw2 RM3ZHWEBT 2+
LDrvsBNhTO9HJSS5sIjHahviECgYERARXTipTxU20] 58ASVHEEO 9Z3BRxSIfDvnhnBN
1ni8mlr+PohZWEMHCtO8tGedWWewyx]/T1gFg+R5Bhx05JGECsbSIYLyYDPXmObQ
oNCZpT3CByGoXVyAudibDZ, /h5pHI 2DQaZdQdTUHTi tit9eCT 34624 639QUhmkR
TenrNEkKCgYBGHQCgvBJ+jujLbTHCY4FeginlTa2Dzjal550F6l8yuziJxcURVEvVD
ShegpozFidmJrR+ETYWDBELrS J4oWwPYGpBcrBe+UAzTHMOREnspoz 6WCQEhcl3ueX
nVCfeUsBaREPEFTHrCwkdnHS8U0Gs56R1530151108Ig59EVUQAUig==

SSL Certificate (CRT)

LDrvsBNhTO9HJSS5sIjHahviECgYERARXTipTxU20] 58ASVHEEO 9Z3BRxSIfDvnhnBN
Inigmlr+PohZWEMHCtO8tGedWWewyx]/T1gFg+R5Bhx05JGECsbSIYLYYDEXmObQ
oNCZpT3CByGgXVyAudibDZ/ hSpHI2DQa2dRdTUHIit8t9cCTs462Z4cf639QUnmKE
TenrNEkKCgYBGHQCgvBJ+jujLbTHCY4FeginlTa2Dzjal550F6l8yuziJxcURVEvVD
ShegpozFidmJrR+ETYWDBELrS J4oWwPYGpBcrBe+UAzTHMOREnspoz 6WCQEhcl3ueX
nVCfeUsBakEPEF THrCwkdnHS8U0GSs56R1530151108IgSSEVUQAUAfgDSFGdsfad
MIIEpATBRAAKCAQEROVSIwTdrhB i TD+H4hEIFLZfO5CZbulovahfeldalgyTTZhkT/
SasytoWRu3nLtSmn/EJpEpvCGAVEDTKIXDEgDnLONgpwsRFCUgpoJhGQCHxgevnn
64KOrhTTEXX4x1TT7T0A0vIMEWwEdecI9vhl1qIChCGZaUg9dCoHTvipfCeLtZYXBIDS
EETyHILolhCOeGEEZlJjtNiEfzEN+ye0TXzuzY17TbnuRjrsul709HesiUSJOEBRV
B1IVVVvrUhENORMDraEGupeJUSB0iRveXUcaFMOhLVVE2TRyACw 1 JHY2C0wCHolZ2
W3gJI¥e4+gCu32feidTUs6AXPzABladtEBSockCwIDAQRBAoIBADE FEYsMJEHFONO
WAQIfpiduVo4Y0zK/dglxjUKl+nZhEnEvg+2AnwtyvulZ/alc/ZvppilUSvAbKlcY
1vJOuSLc9CLFis8vEsK4als0siQvPHEAK] sOKBEXETmF33ZRzrveca65£J0DvsENE
=8Lg09FUSWFAL,/cUahS88VIQEErsWuk/GX/12TWlye/pYtJpQ2VroQGdisgmuguP
6jCupy+0PFT29hWezglGRoE+me659+eQiTZ5UTV/ sAXx6pi IFHhPgrviQxU4hzNyr
UdI4iliga¥QOeEInGgCRbJiugTo2Ldl1ApIhSMSiwr¥2sunV,/ QD2 gnMoegPledM7E
rEXcwaECgYEASXWVuailliQoCl POz XYwEvkuR0ITV1sy3giTrOo4ulgdYGhQola
+z15FPd77CQsdd9%nk9xhyQiwlWHuCmBilwdhf6385A8 ZamvevoViVRGm+n2 I6GI1
DCEB2pXbp06l/f8AlaRxThewJRUCEwnBQpuxfgs8p2UH1pvlLpzYo69ECGYERZOXN
HvYQUEnMhECOveSEIUGa ZVimN fmX fHLAMz 9 BEwE TYSRT 98vw2brMjhrYIdBj 0uWli
1UUEIVT snRogDggexGUQLI65gD0PHo 6 jmBEvDeVOfUH/ AuwvE 5 5FTRNT JhygopJdm
nuk31FETYhJDh5JgcdBesn+MxPedfgidijgesdpoietSegh345w4 35251 fDvniihnBY
Inigmlr+PohZWEMHCtO8tGedWWewyx]/T1gFg+R5Bhx05JGECsESIYLYYDEXmObQ
oNCZpT3CByGgXVyAudibDZ/ hSpHI2DQa2dRdTUHIit8t9cCTs462Z4cf639QUnmKE
TenrNEkKCgYBGHQCgvBJ+jujLbTHCY4FeginlTa2Dzjal550F6l8yuziJxcURVEvVD
ShegpozFidmJrR+ETYWDBELrS J4oWwPYGpBcrBe+UAzTHMOREnspoz 6WCQEhcl3ueX
nVCfeUsBaREPEFTHrCwkdnHS8U0Gs56R1530151108Ig5SEVUQAUig==

————— END CERTIFICATEF————

SSL Bundle (CA-Bundle)

TenrNEkKCgYBGHQCgvBJ+jujLbTHCY4FeginlTa2Dzjal550F6l8yuziJxcURVEvVD
ShegpozFidmJrR+ETYWDBELrS J4oWwPYGpBcrBe+UAzTHMOREnspoz 6WCQEhcl3ueX
nVCfeUsBaREPKF THrCwkdnHS8U0Gs56A153015I108Ig59EvUQAUdfgDSFGdafgd
MIIEpATBRAKCAQEROVSIwTdrhB i TD+H4hEIFLZfO5CZbulovahfeldlgyTTZhkT/
SasytoWRu3nLtSmn/EJpEpvCGAVEDTKIXDEgDnLONgpwsRFCUgpoJhGQCHxgevnn
64K0rnTTBXX4x1T70A0vIMEWwEdcI9vhlgIChCGZaUg9dCoHTvipfCEbtZYXBIQs
EETyHILolhCOeGEEZlJjtNiEfzEN+ye0TXzuzY17TbnuRjrsul709HesiUSJOEBRV
B1IVVVvrUhENORMDraEGupeJUSB0iRveXUcaFMOhLVVE2TRyACw 1 JHY2C0wCHolZ2
W3gJdIYe+qgCu32f6i4TUs6LXPzAEla4tBSockCwIDAQRABRACIBADE FEYsMJEXFCOND
WAQIfpiduVo4Y0zK/dglxjUKl+nZhEnEvg+2AnwtyvulZ/alc/ZvppilUSvAbKlcY
1vJOuSLc9CLFis8vEsK4als0siQvPHEAK] sOKBEXETmF33ZRzrveca65£J0DvsENE
sBLgOYFUSWFAL/ clahS88VIQEErsWuk/GX/ 12 TH1y e/ pYrIpQ2vVroQGdi sgmuquP
6jCupy+0PFT29hWezglGRoE+me659+eQiTZ5UTV/ sAXx6pi IFHhPgrviQxU4hzNyr
UdI4iliga¥QOeEInGgCRbJiugTo2Ldl1ApIhSMSiwr¥2sunV,/ QD2 gnMoegPledM7E
rEXcwaECgYEASXWVuaiDiQoClPOMzXYwEvkuR0ITmV1sy3giTrOo4uhgdYGhQola
+z15FPd77C0sdd9nk9xhvOiwlWHuCmBilwdhf6385A8 ZamvevoViVRGm+n2 I6GI1
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After the upload the certificate will be saved by clicking ,Install SSL-Certificate”. A correspondent message
appears:

Do you want to install the S3L Cerificate now? An already installed 351 Certificate will be averridden!

OK | | Abbrechen

Confirm the message by clicking on OK

The 351 cerificate has been successfully installied. It still must be activated!

oK | |Abbrechen

Also confirm the second message by clicking OK

If the upload was successful the button for the activation of your own SSL-certificate will be active.

I The C-MOR default certificate is active. Activate a previously established SSL certificate.

| Activate C-MOR generated Certiiicate ||(Re)activate self installed SSL Certificate

Finally the uploaded certificate must be activated. Click on the button ,Activate Self installed SSL-
Certificate”. The following messages will appear:

The selfinstalled S5L cerificate was activated. Please click reload on the browser ifthe connection is lost.

OK | | Abbrechen

Confirm with a click on OK
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The SSL configuration has been changed. Please verify on the top of the following page whether
the configuration has been switched successfully or it has been switched to the C-MOR default
SSL configuration because of an error.

Abbrechen

Please also confirm the second message. Afterwards the certificate will be activated and C-MOR checks
if the new certificate is usable. A succeed will be shown trough a green icon at the SSL-page.

0 A self installed SSL certificate is active.

[Activate C-MOR generated Certiﬁcate] [(Re)activate self installed SSL Certiﬂcate]

If the certificate you have just installed doesn’t work C-MOR will use the standard-certificate but is however
available for you.

Now you can use C-MOR with a SSL-certificate. Show up the C-MOR by typing https://<your-c-mor-ip>
into the URL-bar.

Note
A certificate only works with the correct URL-Name. Although you called C-MOR with an IP address
e.g. https://192.168.1.2 a warning will be shown!

With version 5.01PL04 the SSL certificates can be switched through the VGA Text Console! Please
use this feature in the case your C-MOR SSL configuration got corrupt to recover web access!

More information regarding the order of a SSL-Certificate is available at our homepage https://za-
internet.de/sicherheit/ssl-zertifikate.html. We look forward to assisting you in selecting the optimal solution.
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3.1.4 Proxy-Server Configuration

C-MOR can access the Internet with this proxy settings:

'F’roxy is active L]
IP address/DNS Name
TCP-IP-Port

Username

Password

[ Save Configuration

If you use a proxy server for the connection to the internet you can enter the information here.

3.1.5 Email Alarm Configuration

C-MOR offers the possibility to send an e-mail to a registered address when different events occur. C-
MOR keeps you up to date when something happens. Even if you are far away. If a camera fails, you will
be notified by C-MOR. C-MOR will also notify you when this camera is available again. You can find further
settings for e-mail alarms in the submenu ,Camera configuration - E-mail alert® in this manual.

At System Administration under configuration e-mail alarm it is possible to enter your email address. All
emails generated by C-MOR will be sent to the address defined. After having entered and saved an email
address and relay host it is possible to send a test mail to check if the configuration is correct.

Since C-MOR Version 4.11 PL10, it is possible to enter more email addresses. You have just to separate
them with a comma.

Besides this function there is the possibility to enter settings for the SMTP authentication. SMTP
authentication covers the incoming mail server, user name and password that allow the sending of emails
over the mail server of your provider. Many email providers use this technology in order to ensure that the
sender of an email is authentic. Another setting which may be required by your provider is SSL encryption.
Simply enable this feature by clicking on the checkbox. Make sure the select TCP-Port is set correctly.
The standard port for not encrypted emails is 25 (SMTP). The standard port for SSL emails is 465.
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Email Alarm

|

All emails that are generated by the system will be sent to the administrator address. The email addresses for camera alerts are stored in the camera configurations. The
settings on the relay host define the server the emails will be sent to.

Email Alarm Address: cmoruser@customer.com, cmor2user@ custorn

Relayhost: mail.customer.com
TCP-IP-Port: 465
SMTP authentification activated: %

SMTP SSL Communication activated: ¢

Usemame for SMTP authentification: cmor
Password for SMTP authentification: ss+ssesseesees o
SMTP Sender Address:

cmor@customer.com

[ Save Email Settings ]

[ Send Test Email ]

If a camera fails the following mail will be sent by C-MOR:

20.09.2017 07:54

C-MOR : Cam 1 Server is not available

C-MOR
Serverpark: Attention! The cam 1 Front is not available!
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C-MOR can be configured to send an Email when the motion detection takes effect. Furthermore C-
MOR can be configured to attach a short video-clip to the Email that shows the event that triggered the
alarm.

02.11.20% 15:04

C-MOR Front Cam 1 Motion detected on 02.11.2( 15:04:19

C-MOR
Motion detected: Front on 02.11.20. 15:04:19
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You can directly watch these clips of the Email. Just click on the video. You can also right click the video
to open a context menu. Then choose Preview.

02.11.200 “15:06
C-MOR
C-MOR Front Motion detected Cam 1 on 02.11.2077, 15:06:01

o | cam1-736266762796-200  102150601-01.mp4 (2 ME)

C-MOR
Motion detected: Front on 02.11.200 © 15:06:01

02.11.20+ 15:06
C-MOR
C-MOR Front Motion detected Cam 1 on 02.11.20C7, 15:06:01

=W cam1-736266762796-20"  1102150601-01.mp4 [2 MB)

C-MOR

Motion detected: Front on 02.11.2( 15:06:01 b=
k4
A All A =
X Remove A

You can find more information about Email alarm under Camera-Configuration.

Note

Please keep in mind that your Email-box can run out of space very fast if C-MORs motion detection
takes effect. E.g. by moving trees through wind or rain and snowfall.
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3.1.6 Set Time

Here it is possible to adjust time and date. In order to make sure that the recordings of C-MOR have the
correct time stamp it is necessary to set the exact time and date.

Set Time

Time: 17:37:47
Date: 12.10.2015

Time: 17 137 147 (Hours:Minutes:Seconds)

Date: 12 210 .2015 (Day.Month.Y ear)

[ Set Time and Date ]

3.1.7 Configuration of Time Zone

Here the user is able to set the relevant time zone.

Configuration of the Time Zone

Time: 17:43:40 Uhr
Date: 12.10.2015

Select new Time Zone:

America v New_ York v

[ Save Time Zone ]
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3.1.8 Time Server Configuration

With this menu item the automated configuration of the time for C-MOR can be carried out.
The supported time protocol is Network Time Protocol (NTP).

Time Server

Setup the Timeserver from which the time and date is synchronized at night automatically.

Time Server: pool.ntp.org

[ Check Time Server ]

[ Delete Time Server ]

Note

When setting this option please make sure that the internet connection to the time server is always
active. In case the time server cannot be reached or delivers wrong data, the time on C-MOR will not
be correct.

Examples for time servers:
e ntp-1.vt.edu

e ntp-2.vt.edu
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3.1.9 Maintenance Mode, activation and deactivation of Recordings

This menu item allows you to activate or deactivate recordings for the individual cameras. This is the same
function as on the respective camera configuration page. Also, enable the Maintenance Mode in this menu
prior installing software updates on the C-MOR.

Maintenance Mode

Recording Camera1: activated [ Stop Recording ]

Recording Camera2: deactivated  Stat Recording |

Recording Camera3: deactivated|  start Recording |

The Maintenance Mode is not enabled.

Activate Maintenance
Mode

3.1.10 Storage Time of Recordings

By setting the storage time it is defined after how many days C-MOR recordings will be automatically
deleted. Deletions by C-MOR are carried out at night-time. The deletion includes all types of recordings,
motion detection recordings, single frames and fast motion recordings. This settings can also be found on
respective camera page.

Storage Time of Recordings

Camera 1: delete Recordings after 10 v | days | Save

Camera 2: delete Recordings after 10 v | days | Save

Camera 3: delete Recordings after 10 v | days | Save
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3.1.11 Automated Deletion of oldest Recordings

Irrespective of storage time settings, recordings can be automatically deleted. This enables C-MOR to
continue recording instead of stopping when storage space is running low. Please be aware that
automated deletion can lead to recordings being deleted too early and important video material getting
lost.

Automatic Deletion:deactivated[ Activate automatic Deletion ]

Note
If more Data is generated than deleted you are at risk, that you are running out of storage.

3.1.12 Change Camera Configuration

For each individual camera an own configuration Ei“i“i Configurat

page is available where parameters can be set.

First you can visit the page ,System Administration” [Change Contguration Camera 1] Entrance
where you will find ,Camera Configuration”. Or you
can click on the button the requested camera and  [change configuration Camera 2]

then the link ,Cam Configuration”.

[Change Configuration Camera 3]

Recordings Camera 1, Location:

Cam recording is not active! -

0-MOR . MOR | a.MOR a.MOR

you ses morel e #nd you ses moral nd you see mor

OR OR 0-MOR . MOR | a.MOR o MOR

...and you see more! ...and you see more!

0-MOR a_MOR

...and you see more! ...and you see more!

Please find more information on camera configuration in chapter 3.2.
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3.1.13 User Administration

Under this section it is possible to create, rename and delete users and change passwords. By clicking
the respective button, you will be forwarded to the user administration page where it is possible to enter
the password, or reach directly the configuration page for the selected user.

lUser Administration l
User Display Name Change Password User Configuration Delete User
admin |Admini5tmtnr | [m] [ Change Password ] [ User Configuration ] _
tester |michaelr | [ Change Display Mame ] [ Change Password ] [ User Configuration ] [ Delete User
New User: || DisplayName:| [ cesteuse |
Note

Only administrators are able to delete recordings or change the settings of the C-MOR configuration.

3.1.14 Access Control according to the two man rule

It is possible to setup a access control according to the two man rule. This rule states that important
decisions or changes should not be performed by a single person. Only two authorized instances are
allowed to make changes. This rule also says that 4 eyes see more than two. This kind of access can be
wise to ensure all Data is protected from access and modification of a single user.

For this a module will be added to C-MOR which allows two users to be set up. The individual users will
not be authorized to access the system or take a change. Only the authentication of both users enables
granted access to C-MOR and the storage device.

Possible fields of application are given when access control requires the presence of two persons. For
example if the data is relevant as an evidence. And to prevent concealment.

Note
Please feel free to contact our support if you have any questions regarding this topic.
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3.1.15 Setup User Settings and Permissions

For every created user you can setup different configurations. As desired by the administrator, users can
change the configuration of the System Administration or not.

The following parameters can be changed by the user, if a user is selected to configure the own profile:

e The user is able to change the own password

e The user is able to view the Quickstart page

e The user is able to view the Recordings page

e The user is able to view the System Status page

e The user is able to view the link to the camera

e The user is able to setup the stream mode

e The user is able to setup the speed of the Script-Stream Mode

e The user has the permission to set up the Motion Snapshot Preview self
e Video recordings and web interface are optimized for MacOS

e The video recordings tables are displayed with an extra preview button for tablet computers

Access to the single camera views and to the recordings can be restricted to single users. Different user
can have access to different cameras and/or camera recordings. The live stream type, Java stream,
MJPEG stream or script stream, can be set by the user self if permitted by the administrator.

In the System Administration menu under User Camera Rights Administration and Live Stream
Mode Settings the administrator can setup the camera and stream permissions. Select the user to modify
and click User Configuration.

User Display Hame Change Password User Configuration Delete User
admin |Admini5tmt|:|r | [ Change Display Name ] [ Change Password ] I[ User Configuration ]I —
New User. l:l Display Name: | | Create User
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Manage User Settings

Selected User: admin (&dministratar)

|admin (Administrator) || Select User |

User Rights and Settings in the Web Interface

The user has the permission to change the own password

The user has the permission to view the Quickstart page

The user has the permission to view the Recordings page

The user has the permission to view the Systemstatus page

The link to the camera will be viewed to the user

The user has the permission to set up the stream mode and the video playback format self
[ Theuserhas the permission to set up the Motion Snapshot Preview self

[1 Video recordings and web interface are optimized for MacOS

[ Thevideo recordings selection tables are displayed optimized for tablet computers

Live Stream Speed in Script-Stream Mode

Delay in seconds in Script-Stream live view Seconds
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The lower part of the User Configuration page:

Manage Camera Rights

| Permit Camera Access | Permit Recordings Access

| Camera 1 | Camera 1
| Camera 2 | Camera 2
| camera 3 | camera 2
[ Save Configuration ]

Stream Type Configuration

@ Live View as Script-Stream
() Live View with Java-Player
() Live View as MJPEG-Stream

[ save Live View Mode

User Settings for the Motion Snapshot Overview

Pixel width of the preview pictures in the web interface Pixel
Pixel width of the preview pictures in the mobile interface Pixel
Pixel width of the preview maovie in the web interface Pixel

Pixel width of the preview maovie in the mobile interface Pixel

Save Preview Configuration

Further you can set up the live stream Speed, the camera rights and the stream type for the chosen user.

Select the cameras that can be accessed by the user. If a camera is completely locked for the user, the
access to the recordings is locked, too.

If the user should have access to the live view of the camera but not to the recordings, disable the mark
in Permit Recording Access at the relevant camera.

Please make the settings for the preview pictures and videos In the last section of the user configuration
page. The configuration is split between the mobile view and the desktop web view of C-MOR.
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3.1.16 FTP Server Configuration

By the use of the so-called File Transfer Protocol (FTP) recordings can be automatically copied to a FTP
server. A FTP server can be a desktop PC with Windows operating system and FTP server software. By
the help of FTP long-term storage or tape backup can be carried out.

Besides easy FTP server storage, C-MOR can also delete recordings after the copy process.

FTP Server Configuration

FTP upload activated
before deletion?

FTP Server Address: 10.10.1.1

Directory: [data/ iplease add closing ")
Usemame ftpdemo
Passward sersuns

Save FTP Settings

Use the ,Recordings” menu to manually upload recordings to the FTP Server

IP Video Surveillance
W5.21 | admin | Disk Usage: 3%

C-MOR-Stream

0.MOR

Start Menu B Quickstart System Administration System Status Logout
and you see morel cam1 | cam2 [ Cam3 |
Youareinine Recordings Overview
Recordings Menu
Salection of Recardings Recordings Selection for Viewing or Saving

Salection of recordings for specific = = — —
e pE s el StartHour:| 0 [EgDay:| 16 [ Month: 09 [ Year: 2020 [o
types.

Admin Mode: FTP-Sarver EndHour: | 24 [gDay:| 16 [gMonth:| 09 [ Year:| 2020 [

Salection of recordings that have to
be manually uploaded to the already
configured FTP server. Tha FTP
server data are configured in the

Cam 1 Cam 2 Cam 3

System Administration. Recordings by Motion Detection
Admin Mede: Deletion of Permanent Recordings
Recordings

Display Recordings

Selection of recardings for manual
deletion previous to the
deletion by the system.

Save Recordings to FTP Server
Admin Mode: Deletion of Single

StartHour: o [JDay: 16 [JMonth: o3 [ Year 2020 B
Recardings of the individual cams o o o o
will be displayed and can be — - — .
specified for the deletion of End Hour: 24§ Day: 18 | <] Month: | 09 | T} Year:| 2020 | T}
individual sections.

Cam 1 Cam 2 Cam 3
@ Recordings by Motion Detection

Permanent Recordings

[Upload Recordings to FFPnSeNer]

(Saving may take some minutes.
Please do not cancel this process!)

It is only possible to upload recordings that have been recorded more than one hour ago and are no longer involved in a current recording.
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3.1.17 SFTP Server Configuration

With the encrypted FTP protocol SFTP, video recordings can be downloaded from the C-MOR via a SFTP
client such as Filezilla or via a SFTP command. This allows multiple recordings to be backuped, for
example, on an USB stick, or to program an automatic recordings backup. The user name is static set to
‘download’. The TCP Port number is 9442. You can enable the SFTP account and set download

permissions for each camera.

SFTP Server Configuration

SFTP User activated: (TCP-Port: 9442)
The SFTP User has the predefined user name "download’.
SFTP User Passwaord: | |

The SFTP user has access to following cameras:
Camera 1 Camera Z; Camera 3;

Save SFTP Settings ]

3.1.18 Language

The C-MOR application is available in German and English. By using this menu item the standard
language can be set, which will then be used automatically as soon as you log into C-MOR. Alternatively
it is possible to choose the language by clicking on the country flags on the top right edge in the menu
which can be enabled with the Show Country Banners settings.

Language
__N§ German
gz @ English

Show Country Banners on top right corner in the Web Interface: L]

[ Save Language Settings ]

If you want to temporarily change the language you can go to the upper right side of the Start Page. Here
you will find the flags of the supported languages. Choose one of the flags to choose the language you

prefer.

Motion Detection is on [l Email Alarm is o

IP Video Surveillance

MOR V5.01 | admin | Disk Usage: 4%
4 | Quickstart Recordings

..and you see more! Cam 3 |

System Administration System Status Logout
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3.1.19 Start Page Configuration

Start Page Configuration

Classic View 4:3 (Variable Stream Sizes)
Classic View 8:5 (Variable Stream Sizes)

O Classic View 16:9 (Variable Stream Sizes)
Classic View 19:10 (\Variable Stream Sizes)
Classic View Small 4:3 (Stream Sizes in 320x240 Pixel)
Classic View Small 8:5 (Stream Sizes in 320x200 Pixel)
Classic View Small 16:9 (Stream Sizes in 320x180 Pixel}
Classic View Small 19:10 (Stream Sizes in 320x168 Pixel)

Save Start Page mr‘fﬁgurﬂtiun]

Here you have the option between different stream sizes to choose.

3.1.20 Remote Access

With the C-MOR remote access it is possible to access C-MOR without dynamic DNS. This function is
required if dynamic DNS can’t be used or if it's not possible to configure port forwarding on the Internet
router where the C-MOR is connected. There may be many reasons that the remote access from C-MOR
is required and this is just another, easy option to access C-MOR over Internet.

The remote access is implemented through a server in C-MORSs (za-internets) data center. The access
requires a monthly fee. Please find more info in the C-MOR web, www.c-mor.com.

The configuration for the remote access can be found in the ,System Administration” configuration page
of C-MOR video surveillance.

[Remote Access Configuration

This configuration menu performs the remote access configuration.

Internet Remote Access is not active.

Activate Remote Access

HTTPS Transfer [
Server

Port 0 {automatically assigned)
Usermame

Password

Save Configuration

To get remote access via the Interet to your C-MOR, you must first register a paid subscription. This registration is available at www c-morcom.

If the remote access is set up you can reach your C-MOR via an address like https://remote.c-mor.com:64444_ The so-called port number (example 64444) is always reserved
and awarded for you individually!
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The following data are required to set up remote access:

Server: The server name which connects to your C-MOR
Username: The username for the remote access, cmorremote<XXXXX>
Password: The password for the remote access

The data above, as well as the TCP-IP port are assigned by C-MOR and can’t be changed. The TCP-IP
port will be assigned automatically and read over Internet. Customers receive the data above by email.
The remote access address is a combination of the server name and the port. If the server name e.qg. is
,<rfemote.c-mor.com” and the port ,10001”, the web address is http://remote.c-mor.com:10001.

Additional it is possible to select whether the remote access is done via SSL (HTTPS) encryption. If SSL
is enabled, the web address is https://remote.c-mor.com:10001 instead http://remote.c-mor.com:10001.

Enter the data for the remote access and click ,Save Configuration”. Alternatively SSL (HTTPS)
encryption can be selected:

Remote Access Configuration ]

This configuration menu performs the remote access configuration.

Internet Remote Access is not active.

Activate Remote Access

HTTPS Transfer [

Server remote.c-mar.com

Port 0 (automatically assigned)
Usemame cmorremote

Password ssssssssnsseee

Save Configuration
To get remote access via the Internet to your C-MOR., you must first register a paid subscription. This registration is available at www.c-mor.com.

If the remote access is set up you can reach your C-MOR via an address like https://remote_c-mor.com:64444. The so-called port number (example 64444) is always reserved
and awarded for you individually!

The saved configuration is displayed after clicking ,Save Configuration”:
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IP Video Surveillance

VE.01 | admin | Disk Usage: 4%
Start Menu

Cam 1 | Cam 2 ‘ Cam 3 |

0.MOR

..and you see more!

Quickstart Recordings System Administration System Status

Remote Access Configuration

Following configuration for Remote Access has been saved:

Server remote.c-mor.com

Port 0 (Port not automatically read)
Usermname cmorremote” = =

EregraT ———

HTTPS Transfer Not active

Internet Remote Access is not active.

[ Activate Remote Access l [ Configure Remote Access

Start Page

Please notice that the remote access is not enabled yet. Please click on ,Activate Remote Access” to
enable it:

IP Video Surveillance Mation Detecten is on | Email Alsm is on
V5.01 | admin | Disk Usage: 4%

Start Menu [E
Cam1 | Cam 2 | Cam 3 |

Script-Stream | v [

(-MOR

..and you see more!

Quickstart Recordings System Administration System Status Logout

The Remote Access has been activated!

[ Deactivate Remote Access ] [ Configure Remote Access

Start Page

If the data was entered correctly, the remote access is now active and the function can be tested by calling

Note

If you can’t log in as expected, it might be possible the wrong port is specified in web address. In this
case you try to log into the wrong C-MOR and the password will not work. If no port number is displayed
in the configuration the server, username or password has an error. Please verify the data in this case.

the address http://remote.c-mor.com:1xxxxxx. The password prompt from your C-MOR will appear.
Please notice also, that the remote access data can be used on one C-MOR only and does not work on
more than one device at the same time.

Please call the remote access configuration again to verify the data:
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[Remote Access Configuration ]

This configuration menu performs the remote access configuration.

Internet Remote Access is active

Deactivate Remote Access

HTTPS Transfer []

Server remote.c-maor.com
Port 0 (automatically assigned)
Username cmorremote
Password sesscene
Save Configuration

To get remote access via the Interet to your C-MOR,, you must first register a paid subscription. This registration is available at www c-mor.com.

If the remote access is set up you can reach your C-MOR via an address like https:/fremote.c-mor.com:64444. The so-called port number (example 64444) is always reserved
and awarded for you individually!

Click on ,Deactivate Remote Access” if you want to disable the remote access:

The Remote Access has been deactivated!

’ Activate Remote Access ] ’ Configure Remote Access

’ Start Page ]

3.1.20.1 Remote Access Limitations

C-MOR remote access only enables users to access the C-MOR self. The direct access to connected IP
cameras is not possible since the remote access is limited to one TCP-IP port. Each direct camera access
(the camera web interface) requires an extra TCP-IP port. C-MOR offers extended remote access
configurations to access also the cameras. Please contact C-MOR directly if this is required.
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3.1.21 Stacking function - interconnecting several C-MOR units*

By ,stacking” in the technical area, the interconnection of individual, standalone units is understood to be
a common, central management unit. The C-MOR Stacking is an interconnection of the configuration level.
A separate, physical separate network connection is necessary only for large stacking configurations.

The stacking function of C-MOR allows the interconnection of up to 6 C-MOR units over one single
management interface. This stacking works with virtually installed C-MOR video surveillance systems, too.

With a central master unit it is possible to include 5 more C-MOR units and manage them centrally. Overall

it is possible to manage and record 90 cameras with one Interface.

3.1.211 Stacking configuration of the C-MOR Master

First install the stacking master software update prior configuring C-MOR stacking. The master
functionality is available as a separate update. After the successful installation the C-MOR Stacking
configuration shows up in the ,System Administration” menu:

Stacking Master Configuration

This configuration menu performs the stacking master configuration.

| Stacking Master Configuration |

Additional C-MOR units are entered and activated in this configuration menu. Up to 5 other devices are
configurable. In the fields for the IP addresses or DNS names, enter the additional C-MOR devices and
set the hook for ,Active”. Optionally set if the individual units are opened in new tabs or windows in a web
browser.

Important Note

The C-MOR units must be available over network or Internet.

* Refer information in advance whether this module is released for your version. Or inquire us..
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After clicking ,Save configuration” all active units are availability on top of the existing menu bar.

Stacking Configuration

Stacking combines multiple C-MOR. to one unit. Multiple C-MORSs are managed over one web interface.

¥| Stacking enabled

Open links to stack units in new tabs or windows (refer to browser configuration)

Stack Unit | IP address/DNS name

Unit 2 17220.1.88
Unit 3 17220177
Unit 4 17220177
Unit 5 192.168.6.56
Unit 6 1720121

[ Save Configuration

StartPage

Active

v

v

v

If individual units should be removed from the stacking, so only mark the unit not ,Active” and the

respective unit is removed after saving the new configuration.

3.1.21.2 Stacking configuration of the C-MOR Slaves*

Condition for the stacking feature is that on all the slaves the master C-MOR with login and password are
the same. This must be applied to the respective slave unit. The settings are made in the ,System
Administration”. The slave configuration is available in any C-MOR without additional module installation.

Stacking Slave Configuration

This C-MOR belongs to a stack combination. Set the master C-MOR in the following address field.

Master C-MOR:

Save Configuration

* Refer information in advance whether this module is released for your version. Or inquire us..
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3.1.21.3 Stacking Live View function

After the stacking feature is configured and enabled in the user interface, the additional buttons appear at
the top. With these buttons, ,Unit 1-6”, the connected C-MOR is reached. The currently active unit is color
coded and the live view is displayed in the active window. Up to 90 cameras are easily accessible with this
function over this central administration.

View of the central administration with the buttons to the other units:

System Administration

...and you see more! ...and you see more! and you see more! and you see more! L] 01 or ...and you see more! ...and you see more!

C MOR C- MOR ¢ MOR C- MOR ¢ MOR C MOR ¢ MOR C- MOR ¢ MOR C- MOR

and you see more! and you see more!

IP Video Surveillance

c.MOR 0-MOR [ a.MOR a.MOR | a.MOR aMOR |a.MOR a.MOR |a.MOR QMOR

...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ...and you see more! ..and you see more!

o-MOR a.MOR | a.MOR a.MOR | o.MOR o.MOR |0.MOR o.MOR|0MOR o.MOR

...and you see more! ...and you see more! ...and you see more! ..and you see more! ..and you see more! ...and you see more! ..and you see more! ..and you see more! ...and you see more! ...and you see more!

All units can be accessed via an IP address or domain name. The credentials must be entered only once.
This allows users to manage individual C-MORs comfortable and convenient.

The stacking master function is not part of the standard delivery of C-MOR. Separate software modules
needs to be installed for all master devices separately and must be licensed and appointed.

Note
Please note the following limitations of the stacking capability:
User must be created on each C-MOR unit with the same name and password. The user IDs are not

synchronized between master and slave. After a single configuration no other changes for the
operation must be observed. Users, for example, will have access only for “Unit 1”, but not for “Unit 2”.

3.1.22 System Restart
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In case of unexpected problems, using this menu item you can restart C-MOR.

| System Restart

By pressing the button "Restart system” the C-MOR system will be restarted on the spot. The Restart process will take approximately 3 minutes!

System Restart

3.1.23 System Shutdown

In case you have to switch off C-MOR due to administrative work, please proceed under
System Shutdown.

[System Shutdown

By pressing the button "Shutdown System” the C-MOR system will be shut down on the spot.

System Shutdown
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3.1.24 Software- and Camera Updates

The software of C-MOR is constantly being expanded and improved. Known issues will get fixed and the
updates will be provided to customers via the internet. Its development depends at some degree on the
technology offered by other manufacturers and companies. Manufacturers constantly develop new
technologies and well-known standards may change.

When browser manufacturers change an old security technology with a new one. C-MOR developers must
also implement this technology into the system. This is important for compliance according to security
standards and to sustain proper function of the system. Vice versa a system that’s not up to date may lose
its functions and refuse to work.

With its updating function C -MOR can simply be brought up to date via internet. It's important to note that
only Users with a subscription can perform updates. Feel free to contact our Support-Team with questions
regarding subscriptions.

New updates will be displayed under System Status:
Version Display

System: C-MOR15-15

System Name: C-MOR

Version: 5.0100, |atest available version: 5.0101
MAC Address: Oc:cd:7a:97:9b:ae

There are two functions: Software Update and the Camera Update.

| Software Update

With this function you can update your C-MOR.. Please select between updating the C-MOR Software and the camera database.

[ Software Update ” Camera Update

Note
After an Update you will be asked to accept the Disclaimer again.

User Manual Page 77



C-MOR Video Surveillance G_MOR

3.1.241 Software Updates

This menu offers you the opportunity to bring your software version up to date. First you have to deactivate

all of your cameras. Therefore, you will find two possibilities. First you can go to the menu ,System
Administration”. There is a function called:

Maintenance Mode

Recording Camera1: deactivated
Recording Camera2: deactivated

Recording Camera3: deactivated

The Maintenance Mode is not enabled.

[ Activate Maintenance Mode l

Or you navigate directly to ,Software Updates” There is also a button which deactivates all of your activated
cameras with just one click on “Activate Maintenance Mode”.

C-MOR Updater

Please activate the Maintenance Mode in order to install updates!

Activate Maintenance Mode

Flease fill out this form to list the availables updates.

Username:
Password:
Server name: update.c-mar-video.com

Directory: fupdates/vE/main/03/c-mor-v5-5.21

Updates are installed without a proxy!

[ List available updates

If you have deactivated all cameras, you can download the newest updates of C-MOR.
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Important Note

C-MOR needs free access to the internet to download and install the updates. For this, C-MOR
supports the use of a web proxy or HTTP. Before you update your software you have to check in the
“System Administration” the proxy settings are correct. Please make sure which update you import.

Depending on the update a specific update sequence must be observed. When the installation has
failed, this can lead to failure of C-MOR.

If you have started the software updates, so the update data will be requested from the web interface of
C-MOR. Now you have to insert your username and your password from your datasheet (C-MOR
Subscription) the name of the server and the directory are given from the system. More information about

the updates and functions you can receive from the Support Forum where you have to be registered:
https://www.c-mor.com/video-surveillance/forum/

Please fill out this form to list the availables updates.

Username: username
Password: | essssssss
Server name: |update.c-mor-video.com

Directory: Jupdates/vs/main/15/c-mor-v3-5.01

Updates are installed without a proxy!

[ List available updates ]

After you click on the button ,List available updates”, then a list of updates will appear.
If there are no updates available, you will be redirected to the following page:

Available C-MOR. updates, c-mor+5, Version 5.0103:

0 Version Description

Mo updates for this C-MOR version were found.

Update aborted!
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But if there are updates available you will redirected on following page:

Available C-MOR updates, Version c-mor-v5,

[ ID \ Version \ Beschreibung
[ 1 [ 50101 [Update to Version 5.01PLO1
[ 2 [ 50101 [Update to Version 5.01PLO1
[ 3 [ 5.0101 ‘Update to Version 5.01PLO1
[ 4 [ 50101 [Update to Version 5.01PLO1
[ 5 [ 50101 [Update to Version 5.01PLO1
[ 6 [ 50101 \Update to Version 5.01PLO1
[ 7 [ 50101 [Update to Version 5.01PLO1
[ 8 [ 50101 [Update to Version 5.01PLO1
[ 9 [ 50101 [Update to Version 5.01PLO1
[ 10 [ 50101 [Update to Version 5.01PLO1

Updates found: 10
The download and installation of the updates may take some minutes time. Do not interrupt the installation process once it was started!

Software Update Disclaimer

Please always take note of the
most current version of this disclaimer

Accept Terms and Conditions for software update and Disclaime

| Download and install ]
updates now

To install the updates first you have to accept the disclaimer, just put a check mark in the box provided.

After that you can click on the button ,Download and install updates now” to start the updates. All affected
files are downloaded and installed now. This process may take several minutes to complete. If the update
was successful, it is indicated in the following website:

Number of installed updates: 1

The updates have been installed. C-MOR has to be rebooted after each updatel Activate the cameras after the restart again.

I Restart System |

Depending on the type of update C -MOR must be restarted. Whether this is necessary is specified with
the update instructions in the C-MOR web, or forum.

Once the update is complete, with or without restart, you have to activate your cameras in the ,System
Administration” again. Thus, the update process is finished.
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.

l System Name [openiclose | l

[Network Configuration (openidose)

|SSL certificate [open/oioss ]

lProxy Server Configuration [open/ciose |

| Email Alarm [open/oioss ]

lCo nfiguration of the Time Zone [openiciose

|Time Server (opendose ]

l
l
l
l
|Set Time [opeoose) |
l
l
l

lMaintenance Mode is enabled! [openiciose

All cameras are deactivated by the administrator!

Deactivate Maintenance
Mode

Note

This function just activates that cameras, which were already active before the update.
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3.1.24.2 Camera Update

Software Update

With this function you can update your C-MOR. Please select between updating the C-MOR Software and the camera database.

Software Update || Camera Update

C-MOR continuously adds new cameras. If your camera model may not be listed in C-MOR, maybe a
camera-update will help you. With a camera update the latest camera database is loaded via the internet.

Available C-MOR Camera updates, c-mor-vd, Version 94

[ID ]| Description |
| 1 || Update camera types 20 %-06-23 added various IP Cameras |
| 3 || Update camera version file |

Updates found: 2

The download and installation of the updates may take some seconds time.
Cio not interrupt the installation process once it was started!

| Download and install updates now |

Just click on the button ,Download and install updates now” after that the camera database will be updated.
In contrast to the software update, you don’t have to deactivate the cameras first.

C-MOR Updates installation

Do not stop the installation and wait until it shows the installation has finished.

1. 94 Update camera types 208 -06-03 added more Tenvis IP Cameras
3. 94 Update camera version file

Mumber of installed updates: 2

The camera updates have been installed!
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3.1.25 License Upgrade

License Upgrade

With this function you can activate up to 15 cameras on this C-MOR!
License Upgrade

You can upgrade each C-MOR up to 15 cameras, but you must remember that the processor performance
will be affected. The built-in processors are designed in each case for the different C-MOR models.

In order to perform a license upgrade, you will get from us the following information: user name, password,
and a license key.

As like the software update, C-MOR needs at this point unrestricted access to the Internet.

License Upgrade

6 cams licensed

Please be careful using this program. It rewrites the license files without any wamnings! Make sure C-MOR has free access to the Internet! Activate the C-MOR proxy if
necessary.
Username:
Password:

License Key:

License Upgrade

3.1.26 Backups

C-MOR offers different options to manage camera settings. These options are

Download and save camera settings on a local computer (PC/Mac)
Restore camera settings from a local computer

Transfer camera settings between cameras

Delete restored (uploaded) camera settings

C-MOR automatically generates up to 5 backup sets per camera. These backups are always generated
by saving the camera settings. The oldest set is automatically deleted when the 6™ backup set is
generated. C-MOR will always hold a maximum of 5 backup sets for each camera.
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3.1.26.1 Backup Management
The menu for the backup management can be found on the page ,System Administration”:

Backups

In this management page backups can be listed, downloaded or uploaded.

Backups

A click on the button ,Backups” opens the Backup Management page:

Backups

Available Camera Backups

backup_cam1_2015-05-22-13-11-07 cbkf[___ Dowrlosd |
backup_cam1_2016-05-11-09-09-26.cbkf[_ Download |
backup_cam1_2015-05-11-09-09-13.cbki(_ Download ]
backup_cam1_2015-05-11-09-08-14.cbkf [ Download |
backup_cam1_2015-05-11-09-05-04 cbkf[ Dowrlosd |

Upload Camera Backup

Local Camera Backup File: | Durchsuchen_ | Keine Datei ausgewahit.

(Has to be a CBKF Filel Backup file name will be listed as ‘upload_FILENAME .cbkf_)

Uploaded Backups

[ Start Page ]

The Backup Management page exists of 2 parts. The first part lists the automatically generated backups
of each camera. Each backup can be downloaded by clicking the ,Download” button. The second part
includes the function to upload backups manually. Such backups maybe were transferred from another
C-MOR.
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3.1.26.2 Restore Camera Backups

In order to configure camera settings with a data backup, the data backup must first be loaded onto the C-
MOR, if it is not a camera configuration that has already been configured on the same system. The data
backup page “backup.pml“ can be used to check whether the data backup to be used exists. If the backup
is not available, it can be uploaded using the “Upload camera backup® function on the C-MOR. If the data
backup or camera configuration you are looking for is present on the C-MOR. It switches to the camera
configuration for the import of the data backup. The camera configuration can be found via the system
administration or via the camera page. In the configuration page, the function for importing the camera
configuration is located at the top of the page below the PTZ configuration:

backup_cam1_2015-05-11-03-05-04.cbkf v [ Load Backup Data || Backups |

The restore function selects automatically the first available backup. Be aware and do not click ,Load
Backup Data” if the selected backup is not the one you want to restore. Simply leave the page without
saving if you have loaded the backup in error. Click into the backup drop down menu to get a full list of all
available backups with name of the camera and the date and the time:

backup_cam1_2015-05-11-09-05-04.cbkf | v [ Load Backup Data ” Backups ]

backup_caml_2015-05-11-03-05-04 cbkf

{ backup_cam1_2015-05-11-09-08-14 cbkf
backup_cam1_2015-05-11-09-09-13.cbkf

backup_cam1_2015-05-11-09-09-26 cblkf
| backup_cami_2015-05-22-13-11-07.cbkf

Click on ,Load Backup Data” to restore the data from the backup you want to restore. You have now the
option to optimize the settings. Click on the button ,Save Configuration” to store the restored data
permanently.

If the desired Backup-Data is not in this list, you can click on the button ,Backups” to upload your desired
backup.

Note

Please consider that the camera backup only contains the camera configuration. It does not include
PTZ settings nor Time-Tables!
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3.1.27 Stream-Type

The video material is transferred by different kind of streaming through the network. These streaming types
differ in their method of transmission. Please check out the chapter about the streaming-types if you are
experiencing presentation problems or performance issues of the server or client. The streaming-types
vary considerably which can have a huge impact for the system.

Under certain conditions it may be required to make some changes at the browser’s configuration page.

For each user the display method of the Livestream can be selected. This Setting is depending on the
usage over Internet or the local network, or which browser you use

To use the desired Stream-Type, the Administrator can setup the Settings in the System Administration

-> User Administration or the user self, if the user selects the System Administration page. The
administrator can change this setting for each user as described in this manually.

Configuration of the Live View as C-MOR-Stream or as MJPEG-Stream

O Live View as C-MOR-Stream
Live View as MJPEG-Stream

[ Save Live View Mode

If the process was successful the following Information should appear:

Live view mode for user admin set to C-MOR-Stream.

Start Page ]

With the Button ,Start Page” you will be redirected to the Live View on the Start Page.

To swap short-term to another Stream-Type you can use the dropdown Menu on Start Page to choose the
desired Mode.

IP Video Surveillance Mation Detaction is on l| Email Alarm is onll v C-MOR-Stream

M O R V5.21 | admin | Disk Usage: 4%
f Start Menu |§| Recordings System Administration

..and you see more! Cam 4 Cam § Cam 6

3.1.271 C-MOR-Stream:

C-MOR-Streaming works its way through all firewalls and proxys. C-MOR takes use of the push-method
and sends the data. Here C-MOR must get active and raises CPU usage. However, this method works in
the majority of cases.

3.1.27.2 MJIPEG-Stream

This kind of streaming stresses more the client. Because the client needs to grab the video data from the
server. He doesn’t get it delivered. This means less load on the C-MOR server. Performance of the live-
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streams is generally increased. At the downside Googles Chrome only supports 6 cameras with this kind
of streaming. Microsofts Internet Explorer isn’'t supported.

Mozilla’s Firefox does support 6 cameras but with some tweaking then supports up to 15 cameras.

Important Note

All changes that you make to your browser you do at your own risk!

To tweak Firefox please enter about:config into the URL-bar. You have to accept the upcoming disclaimer
about warranty claims.

| about:config %\ +

6 Firefox about:canfig 4 Search ‘{:? % ‘ ’ﬁ‘ 9 E

I This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

Show this warning next time

'l be careful, | promise! |

Type persist into the search-field:
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- x
/,i about:config b4 \,\+
& | U Firefox  about:config & || Q Search w B ¥ # O =
Search: FIEFSiSti X
Preference Mame - Status Type Value e=]
devtools.webconsole persistlog Standard boolean  false
network. http.max-persistent- connections- per-proxy Standard integer 32
network,http.max-persistent-connections-per-server Standard integer G
network. http.spdy.persistent-settings Standard boolean  false
plugin.persistentP ermissionAlways.intervallnDays Standard integer 90
Now choose network.http.max-persistent-connections-per-server and change the value from 6 to 15. After
that click OK
- OO
| about:config X\ +
& | L) Firefox  abouticonfig @ || Q Search wB ¥+ # 9 =
Search: pErSiSt o
Preference Name - Status Type Value 1 253
devtools.webconsole persistlog Standard boolean false
network.http.max-persistent-connections-per-proxy Standard integer 32
network.hitp.max-persistent-connections-per-server Standard integer
network.http.spdy.persistent-settings Standard boolean false
plugin.persistentPermissionAlways.intervalinDays Standard integer %0

Enter integer value

9_. network.http.max-persistent-connections-per-server
24

Firefox can now handle 15 Camera-Streams.
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3.2 Camera Configuration

3.2.1 General Description of Configuration Options

In order to configure a camera the following settings can be carried out:

Define description of the camera’s location

« Activate / deactivate recordings
« PTZ-Configuration
« Define storage time of recordings

« Define camera network data

« Configuration of camera type (Axis, Mobotix, Panasonic, Sony, etc. )

¢ Image Size

Optionally the image size should be set if the values are known.

« Threshold for motion detection

This function increases or decreases the sensitivity threshold to activate motion detection.

e Fast Motion Permanent Recording

Besides motion detection it is possible to create a
permanent recording. This mode generates a movie with
images that are recorded in the given interval.

This interval shows when a picture is taken. If you want a
real-time recording, set for example the interval to ,1
second®. This means that every second a new image is
recorded.

Fast Maotion
Permanent
Recording

1 Second

Off

1 Second

2 Seconds
3 Seconds
4 Seconds
b Seconds
& Seconds
7 Seconds
8 Seconds
9 Seconds
10 Seconds
15 Seconds
20 Seconds
30 Seconds
45 Seconds
60 Seconds
2 Minutes
3 Minutes
4 Minutes

-
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e Recording length of time-lapse recordings

This parameter defines the length in time after a new recording will be started for time-lapse
recordings. If set to Hourly each hour a new recording will be generated.

e Enable JPEG images in motion detection mode

In motion detection mode the recording is in MPEG format. This feature enables JPEG images to
be generated as well. These images can be easily saved as a ZIP archive.

o Enable JPEG images in scheduled recording mode

In scheduled recording mode the recording is in MPEG format. This feature enables JPEG images
to be generated as well. These images can be easily saved as ZIP archive.

e Scheduled recording mode - JPEG image intervals

When the feature generating JPEG images is enabled, this function sets the time interval between
when each JPEG image is generated.

« Number of images Pre-Event
In motion or event detection mode, sets the number of frames recorded pre-event.

« Number of images Post-Event
In motion or event detection mode, sets the number of frames recorded post-event.

e Frames per second (fps) in motion detection mode

This defines the number of images per second during the recording with motion detection. Please
select this parameter carefully. The interval can be set between 1 frame every 3 seconds up to 25
frames per second. You must be careful how high the maximum number of frames per second can
be supplied by the camera. If the camera can supply up to 5 frames per second, then C-MOR isn’t
able to record in a higher interval.

Please keep in mind that a too high number of frames with a very high resolution can overload the
system.

o Rotation of Image

The cam can be installed at an angle of 0, 90, 180 or 270 degrees and this function allows the
orientation of the viewed image to be rotated for normal viewing. A 180 degrees recording makes
e.g. sense in case the cam is installed on the ceiling down sided.

e« Maximum Time of recording for Motion Detection

Sets a limit to how long recording takes place in Motion or Event Detection mode irrespective of
whether the event that triggered the recording still exists or not.
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Recording Mode

The recording mode switches between motion detection and permanent recording (not time-lapse).
When the permanent recording mode is activated, motion is no longer detected and not individually
recorded (no more alarming is possible!). The duration of the recordings have the length which is
set for motion detection.

Display Frame around changed Pixels

This parameter defines whether a frame will be displayed around changed pixels. This is very
helpful in case the threshold for the motion detection for the cam image is defined.

I[‘i ] ) |

5

Motion detection with frame

Display the Number of changing Pixels

This feature shows the number of changing pixels in the top right corner of the video. This
parameter is very useful when optimizing motion detection parameters.

Motion detection with number of changed pixels

Display Text with time and date in cam image
Feature for the activation and deactivation of the display of time and date in the cam image.
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Note

Emails are only generated when Email-Alarm is activated here.

Note

Automatic email alarm during Motion Detection
Feature for the activation and deactivation of the email alarm in case motion has been detected by
the cam. A plain text email will be sent (excluding image or movie attachment).

Email address for alarm emails
This is the email address alarm mails are sent to.

Please note: in case of a lot of motion and many recordings that are effected during motion
detection your mailbox might reach its storage limit very fast and cannot receive emails anymore!

Attach Motion Detection recordings to alarm email
This feature enables video images to be attached to the event email alert.

Mobile device compatible Email attachments

Enable this feature if email attachments are sent to a mobile device.

Direct Cam Link

Network Cams might be linked directly over C-MOR. This setting is needed when network cameras
are not located at the same location and are only accessible behind a router through the internet.

Text on left side in cam picture

This optional text will show up in the left lower corner of the camera picture. If this field is empty no
text will be shown.

Show picture text in double size

The text in the camera picture can be shown in double size. This is useful for big pictures or special
usage of the pictures.

Web camera picture quality

This value defines the video quality in percent for the data transfer of the camera picture to C-MOR.
The default value is 50%. Changing this parameter may cause a high system load which can cause
system failures.

This affects only the display. The video will still be recorded in full quality
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e JPEG image quality

This setting defines the quality of the JPEG images stored on C-MOR. The default value is 100%
- highest quality.

« Time between two events

Time in seconds without motion after a new motion movie is recorded.

« Automatic camera image quality (bitrate)

This feature automatically adjusts the quality of the image transferred from the video camera to C-
MOR. A value of 2 represents the highest image quality and requires the most storage capacity.
Higher values reduce data storage capacity requirements by decreasing the image quality.

« Manual bitrate for recordings

This feature manually sets the quality of the image transferred from the video camera to C-MOR
manually. A value of 9999999 represents the highest image quality and requires the most storage
capacity and bandwidth. Lower values reduce data storage capacity requirements by decreasing
the image quality. This value should not set lower than 200000. This value is only active if the
automatic value above is switched off (value 0).

If your image is recorded distorted in the lower area, this may be due to the bit rate. Correct the
value Bitrate of the image transmission from the camera from 2 to 0. Then set the value of the
manual bit rate to 8 000 000. If the distorted strip increases reduce the manual bit rate. If it is
smaller, increase the value to a maximum of 9 999 999.

You may have to experiment with different values until the bottom area is displayed correctly.

« Minimum number of pictures with changes for Motion Detection

The number of pictures with changes to detect motion. The value 1 is capable in the most cases.
This means only one picture is compared to detect motion.

e Sudden light intensity

This feature defines the percentage of the total video image area that has to experience a sudden
light intensity change before triggering a recording event.

e Number of ignored Lightswitch Frames

The number of frames in sudden light indicates how many camera frames should be ignored in
serial not triggering motion detection. This value is ignored if sudden light intensity is set to 0%.

e Noise

Noise in the camera picture can lead to erroneous motion detection. With this parameter failures
in motion detection are reduced.
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e Liveview —fps

This setting configures the fps rate in live view mode. The higher the frame ratethe higher the
internet bandwidth requirement. This setting does not affect the fps rate in motion/event or
permanent recording mode.

o Use keep-alive signal for the camera connection

This parameter forces C-MOR to use a keep-alive technology to communicate with the camera. If
the parameter ‘force’ is selected an existing socket connection will be re-used if this feature is
supported by the camera. This setting is also necessary for compatibility with various IP cameras.

e Number of Frames per Second in Live view

This setting configures the fps rate in live view mode. The higher the fps rate the higher the internet
bandwidth requirement. This setting does not affect the fps rate in motion/event or permanent
recording mode.

e Use TCP when selected RTSP connection

This parameter configures whether the communication to the camera takes place with TCP instead
of UDP if the stream protocol ‘RTSP’ was selected.

o Reduce stream speed in C-MOR Web Interface

This parameter lowers the stream speed in the C-MOR Web Interface while no motion is detected
to 1 frame per second. This parameter is very effective when using the preview or downloading
video recordings. Once motion is detected the stream is accelerated to the set value.

e Time-controlled recordings

Setting of hour and day per week when recordings have to be carried out. This applies e.g. when
recordings should only be carried out during nighttime at a store.

Time controlled recordings

The selected hours 0-23 display, when the recording on the individual weekdays takes place according to the selection:

Time

{(Hour)
Holidays
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
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Save Time Recording Unselect all Select all

Time Table Email Alarm Camera 1 v || Load Time Table
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« Time-controlled motion detection
Definition of hour and day per week motion detection should be carried out.

e Time-controlled alarm emails
Define weekdays and hours in which alarm emails are sent.
e Transfer of timescale
Every timescale, even if time-controlled motion detection or time-controlled alarm emails is able to

transfer to another timescale. Therefore you have to choose a timescale and commit your selection
with ,Load Time Table”:

Time Table Maotion Detection Cameral || Load Time Table

If you want for example your camera 3 with the same settings like your camera 1, so you have first
go to the configure site for your cam 3.

Recording by motion detecting and time

The selected hours 0-23 display, when the recording by motion detection on the individual weekdays takes place according to the selection:

2:_":3[) 0|1|12(3(4|5|6|7|8(9(10{11|12|{13(14{15{16|17|18(19|20|21|22|23
Holidays |V Y| M| M| MMM MMM HIMMEIE M EE VM EEE
Monday |V MIMIMFIMIMEFVEEEEEVEE VI E Ve
Tuesday  |VIMVMIEVMIEVHIEVFEVMFEVEEPEES
Wednesday ||| V| ¥ MMM MMM MMM M MMM MMM
e o) [ o o e e e L e U ] o e e [ e
Fiday M MFIMFIFIM FIFIFFIFA MR IFS RIS
Sauday VM MIFIF FIFIM FIFIFIME IS
Sunday | \v] vl VIV vl VL VL I L L v )

[ Save Motion Detected Time Recording ] [ Unselect all ] [ Select all ]

Time Table Email Alarm Camera 1 v | Load Time Table
Time Table Email Alarm Camera 1

Time Table Email Alarm Camera 2
Time Table Email Alarm Camera 3
Time Table Motion Detection Cameral
Time Table Motion Detection Camera2
Time Table Motion Detection Camera3
Time Table Recording Camera 1

Time Table Recording Camera 2

Time Table Recording Camera 3

With help of the drop-down menu you can choose the timescale you want. For example choose
the ,Time Table Motion Detection Camera 1”:

Time Table Motion Detection Cameral || Load Time Table
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Now you have to confirm your selection by clicking in ,Load Time Table”, you can see that the
settings are transferred:

Recording by motion detecting and time

The selected hours 0-23 display, when the recording by motion detection on the individual weekdays takes place according to the selection:

[T;"gjr} o|1|2|3|4|5|6|7]|8]|9|10[11]|12]13|14|15|16|17|18|19|20|21|22|23
Holidays [ 1) 1| LI (1| [1] [w]) []) [1] (]| 2] 1] ]| [ | 1] ]| foe ) 0| 0 )
Monday I 2 | | 2 |
Tuesday || L[| 1] Dol B [ vl ] ) | ] o o Do e 0 ) )
Wednesday | [ || [ |[_|[_I| [w]| [w]|[v]| [v]] [w]{ ] (1] [w]| bl ] | e b O
Thursday | [ LI LI ] ] [ [ [T [l ) [ el e T D e T
Friday I O T 2 0
Saturday [ L L L vl I I [ D D Ll s T e T
Sunday L LWL L T [ I B B T L [ B D L [ P D L T B I TR B [

[ Sawve Mation Detected Time Fecording ] [ Unselect all ] l Select all ]
Time Table Email Alarm Camera 1 v || Load Time Table

Now you have to click on the button ,Save Motion Detected Time Recording” to save it:

Time table for recordings by motion detection of cam 1.

Recordings are running only at the selected times.

Time

(Hour)
Holidays
Monday
[Tuesday
Wednesday
[Thursday
Friday
Saturday
Sunday

01

[3%]

5‘6 18[19[20121]22123

Hinweis

Since version 4.01 of C-MOR, you have additional switching functions for “Motion Detection”
and “Email Alarm”. On the C-MOR interface you see them top right if the user is logged in as
administrator:

IP Video Surveillance Mtion Detaciion is on J| Email Alarm is on
V5.21 | admin | Disk Usage: 4%

Start Menu Recordings
...and you see more! Cam 4 | Cam 5 | Cam 6 |

System Administration System Status

With these buttons the administrator is able to deactivate ,Motion Detection” and ,Email Alarm”.
So, the Time Tables for motion detection or email alarm can also be switched off. These buttons
you also have on the iPhone or mobile interface of C-MOR.
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e Holidays Configuration

C-MOR offers the option to define holidays. Holidays are days which need a special time table
configuration. All time tables have a row holidays. These holidays are configured here. C-MOR wiill
not use the weekday configuration if the current day is a defined holiday.

Holidays Configuration

2014-02-28
2014-06-15

[Cne day each line. Date format: YY" YY-MM-DD, e. g. 2012-04-30)

Save Holidays

« Configuration of camera event for network alarms

Recordings by C-MOR can be triggered by the use of external switches (special accessories) that
report events over your network. Here it is necessary to use an IP switch, which is sending
messages to C-MOR via the so-called syslog service. This will then start a recording for the
selected camera.

« Image mask for the definition of the area of motion detection

In case motion should not be detected within the complete camera image the area where motion
should be detected (white area) can be defined by a black & white mask. The defined black area
will not trigger motion detection. The size of the image mask has to be identical to the size of the
camera image.

e Link to the camera direct access
The button ,Cam Administration” leeds you to the web interface of the selected camera.

General Information about motion detection:

Motion detection carried out by C-MOR is based on differences in the respective camera image and
not due to conventional motion detectors (exception: special accessory external switch). Motion
detection can also be effected by changes in light.
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3.2.2 Camera Activation

Under ,Maintenance Mode” it is possible to control the activities of the individual cameras and start or stop
recordings. In case the recording of a camera is deactivated there will not be any saved video recordings

of this camera. Depending on the camera configuration in case of an activated camera, permanent
recordings and/or motion detection is saved in individual files.

’Maintenance Mode

open/close l

Recording Camera1: deactivated
Recording Camera2: deactivated
Recording Camera3: deactivated

The Maintenance Mode is not enabled.

[Aclivale Maintenance Mode ]

You can activate or deactivate the camera directly in the respective camera configuration:

Camera Configuration Camera 1

Cam Location:

Recording cam 1: activated | Stop Recording

Camera PTZ Configuration

backup_caml_2015-05-11-09-08-14.cbkf |%|| Load Backup Data

Delete the Recordings after 10 v days = Save

Camera Network Data

IP Address/DNS MName  172.20.1.137

Change Location

Backups

TCP-IP-Port 80

User Mame viewer

Password sesenene
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3.2.3 Camera Configuration, Integration of Existing Camera

If you have a camera that’s already supported by C-MOR, you can directly enter the IP and port number,

the username and password. Therefore you may have set up this information in your camera.

In the menu item Adjust Camera Configuration you can define further settings for the individual cameras.

Under Network Data the following data is displayed: the current IP address of the camera, the TCP port,
the user name and the password with which C-MOR is accessing the camera with.

Camera Network Data

IP Address/DMS Name  172201.137

TCP-IP-Port 80
User Mame admin

Password TII

3.2.4 Camera Type

The next section deals with the type of camera. You can select the camera type of the list. Use the search
field in the first row to search for the camera model. If it is not listed you can configure it manually with the
input field manual path. IP-Cameras generally offer different kinds of transmission-protocols to be used for
streaming. Therefore, choose what should be used depending on camera type whether RTSP, HTTP, FTP

or MJPEG should be used. The most cameras work with HTTP as well as RTSP.

Camera Type Configuration

Please select the cam type that matches the connected cam:

Cam Type Levelon

LevelOne FC5-0010 MJPEG
LevelOne FCS-0020 MJPEG

LevelOne FC5-0030 RTSP (MPEG4A/H.264/MJPEG) on Stream 1
LevelOne FC5-0030 RTSP (MPEG4/H.264/MJPEG) on Stream 2
LevelOne FC5-0032 JPEG

LevelOne FCS-0032 MJPEG

LevelOne FC5-0032 RTSP (Port 7070)

LevelOne FCS-1010 JPEG

LevelOne FCS-1040 JPEG

LevelOne FC5-1041 MJPEG

LevelOne FC5-1070 JPEG

LevelOne FCS-1081 MJPEG

LevelOne FCS5-1091 MJPEG

LevelOne FC5-1151 JPEG

| LevelOne FCS-0030 MJPEG on Stream 2

LevelOne FC5-1151 MJPEG
—

Protocol | httpsy o
Manual path /channel2

[ Save Configuraticn ]

User Manual

Page 99




C-MOR Video Surveillance O_MOR

Note

When you change any data in this section you also have to change it on the individual camera with its
own configuration program or over the web interface of the camera. Otherwise C-MOR is no longer
able to access the camera and thus no longer able to record.

In case you already have a camera that is supported by C-MOR, you can integrate it by entering the IP
address, the port, the user name and the password of your camera. The same settings have to be done
for the camera itself.

Under ,,Configuration Camera Type” you can select the camera type that is most suitable for your camera.
C-MOR currently supports all cameras with the standard JPG and MJPG. A complete list of supported IP-
Cameras including many more models can be viewed under http://www.c-mor.com. In case you cannot
find your model in the list you can request the support of your model either by email or telephone. We wiill
then give you all the details you need.

3.2.5 Manual configuration of a camera

In case your camera is not listed but supported it can easily be connected under the item ,Manual Path”
in C-MOR. Just enter the directory of the URL of the camera’s live image or the camera’s MJPEG live
stream.

Note

Information regarding the URL'’s of the streams of your camera will be available at the camera’s
configuration page directly on the camera. You can also look for information at the camera
manufacturer's homepage or at the manual. You can also feel free to contact the C-MOR support
regarding this topic.

To integrate a camera into C-MOR you have to supply the URL of the camera’s live picture. Or enter its
MJPEG-Live-Stream e.qg.:

Camera Type Configuration

Please select the cam type that matches the connected cam:

Cam Type Search.

Y-Cam Bullet HD 1040 RTSP*
Y-Cam Bullet HD 1080 RTSP*
Y-Cam Bullet HD 720 RTSP*
Y-Cam Cube 10B0p RTSP*
Y¥-Cam Cube 720p RTSP*
Y-Cam Cube HD 1080 RTSP*
Zonet ZVC-7610W

Zonet ZVC-761

Zonet ZVC-7630W

Zonet ZVC-7640

Zosi 720P RTSP

Zosi 721 RTSP

Zosi 1080P

Zosi 1080P RTSP

Manual Path

Mot set

Protocol httpyf Rl

Manual path fvideoZ.mjpg

Save Configuration ]
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After that, single camera options such as image rotation or maximum recording time can be defined. The
description of each setting can be found next to the respective option in the table.

On the same configuration page you are able to plan time-controlled recordings. Please click time and day
when you would like to start the video surveillance.

Time controlled recordings

The selected hours 0-23 display, when the recording on the individual weekdays takes place according to the selection:

(Tﬁﬁsr} 0(1(2]|3|4|5|6|7|8|9[10]11|12[13]14|15]16|17[18|19|20|21|22|23
Holidays
Monday
Tuesday
Wednesday | (]| [v]|[v]|[v]|[¥]|[v]|[w]] [w]]| ]| [v] [ [«] | [ | (@] | (]| ] [ (] | (] | (1| ] | ] | L] | 2] | ] | ]
Thursday
Friday
Saturday
Sunday

Unselect all

[ Save Time Recording Select all ]

Time Table Email Alarm Camera 1 ks [ Load Time Table ]

Please carry out the settings in the table below for , Time Controlled Recording during Motion Detection”
just as described above.

The third table defines the times in which alarm emails are sent. The configuration works again as
described above. Please configure n the long configuration table if time based alarm emails are sent in
general and if recordings are attached to emails. The email address is configured in this section as well.

Recordings can be started by external events (door switches, ultrasonic motion detectors, bell switches
and many more). This requires a network switch, like e.g. Barionet or other Syslog-IP switches, to send a
system message to C-MOR. The message has to be in accordance with the line defined in this section,
which will then trigger the recording.

Cam Syslog Event

3.2.6 Protocol

For proper communication between C-MOR and the camera both need to use the same protocol for
communication. Choose, depending on the camera type, RTSP, HTTP, HTTPS, FTP or MJPEG for
transmission. This setting is depending on what is supported by the connected camera. The most cameras
wok with HTTP or RTSP.

Please check to enter the correct port. This value can change after you set a protocol and should be
checked. Enter the value your camera specifies. Information regarding this can be found at the
configuration pages of your camera or can be found in the manual.

The standard ports are:
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Note

Protocol
HTTP

80 oder 8080

HTTPS

RTSP

FTP

MJPEG

8008

This data must agree according to the values which were set with the camera specific configuration
utility or with the web interface. Otherwise the camera won’t be accessible for C-MOR for recording.

3.2.7 E-Mail-Alarm by Motion-Detection

C-MOR can be configured that several events trigger an E-mail-Alarm. For Example if motion is detected,

or a camera-failure or by external sensors.

Triggering by external sensors or peripheral devices must be unlocked by us. External sensors may send
a message through syslog-IP-trigger to C-MOR and tell him to begin recording. Likewise they can tell him
to initiate an Email-Alarm. More information regarding the configuration of C-MOR to work with external

sensors can be obtained by contacting us.

An E-Mail sent from C-MOR contains as subject the corresponding camera name, time and the reason.
The content holds the essential. The hame of the system in question, the reason, which camera is affected
or recorded motion detection triggering material and the time. Motion detection triggered alarm events
offer the possibility to attach a short video-clip of the alarm triggering event. For this it must be activated:

Automatic Email
alert in Motion or

£ on
® off

This feature enables a plain text email to be transmitted
when an event trigger occurs in motion or event detection

Event Detection : . ;
mode mode. No image attachments are sent with the email.
Email address for Enter the email address to which event alerts will be
event alarms sent.
: This feature enables video images to be attached to the
Attach video . . :
images to email ‘® on event email alert. This parameter can only be set in
event alerts ! off combination with an email address and enabled email
alert!

L31E c#ew.nce . | ® an Enable this feature if email attachments are sent to a
compatible Email ) off mobile device
attachments :
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02.11.20¢ 15:06
C-MOR
C-MOR Front Motion detected Cam 1 on 02.11.2077, 15:06:01

o [&@] cam1-736266762796-201  102150601-01.mp4 [2 ME}

C-MOR
Motion detected: Front on 02.11.20" " 15:06:01

A sample Email: Triggered by motion detection with a short video clip

20.09.2017 07:54

C-MOR : Cam 1 Server is not available

C-MOR
Serverpark: Attention! The cam 1 Front is not available!

Sample Email: Message subjection camera failure
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3.2.7.1 E-Mail Alarm: Configuration

On the configuration page you can enter an e-mail address where messages will be sent to when motion
detection occurs.

Note

Attention: With a lot of movement and thus many records, your mailbox can quickly reach the memory
limit!

Automatic Email , . . .
: : This feature enables a plain text email to be transmitted when an
alert in Motion or | '“® on

. event trigger occurs in motion or event detection mode. No image
Event Detection () off . .
mode attachments are sent with the email.

BT B Enter the email address to which event alerts will be sent.

event alarms
Attach video ) on This feature enables video images to be attached to the event email
images to email . alert. This parameter can only be set in combination with an email
event alerts ' off address and enabled email alert!
Muobile device : . : :

. .| '™ an Enable this feature if email attachments are sent to a mobile
compatible Email | .

L off device.

attachments

3.2.7.2 E-Mail Alarm by Motion-Detection — Time-Based

You can specify exactly on which days and at what time you want to receive emails about events. In the
lower part of the camera configuration page there are 3 different tables.

The first table ,, Time controlled recordings” defines the times at which the camera is activated in C-MOR.
The second table ,Recording by motion detecting and time” defines the times in which C-MOR stores
recordings by motion detection.

The third table ,Alarm Emails by Motion Detection and Time” concerns the item E-Mail Alarm. Here you
can specify the periods for which, in addition to the recordings for motion detection, additional emails are
sent as an alarm. This is where the specifications in the configuration table apply.

In all tables, the periods can be entered per day and hour, in addition, all tables contain a row for periods
that were defined as holidays, which may differ from the normal time table.
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Alarm Emails by Motion Detection and Time

The selected hours 0-23 display, when alarm emails by motion detection on the individual weekdays are sent according to the selection:

k3

K

k3

»

23 |4(5|6|7 |89 (1011|1213 |14|15]|16|17|18|19|20|21|22|23

1

0

| e e e e e e v e e e e e e v e e e e

Time
(Hour)

Holidays

Monday

Tuesday

Wednesday |[v]|[v]|[v][[v][[v]|[v]| V]| [v]|[v]] 1] (o] [ [ | [T 1 [T [T v ] ] [ [ v | ][] v

Thursday
Friday

Saturday

Sunday

Select all

Unselect all

[ Save Alarm Emails Time: ] l

Load Time Table

|l

Time Table Email Alarm Camera 1
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3.2.8 Image Mask for the Definition of the Areas for Motion Detection

C-MOR reacts on motion in the complete camera image. This might require some kind of limitation so that
not every kind of motion leads to motion detection. An example of this would be cars driving by or
pedestrians at the property lines. By using this function a black & white mask can be loaded. By the help
of this mask C-MOR will only carry out motion detection in the respective white areas.

3.2.8.1 Creating an image mask with Microsoft Paint

The black & white mask can be created as follows: please start with creating a white image of the size of
your camera resolution. Please add black layers to those areas where no motion detection should be
effected. Then save the image as a JPG file and upload it to C-MOR. All black areas will then be ignored
in terms of motion detection.

The following pages describe the steps to create such a mask with your Windows computer.

The creation of a mask works simple and quick and can be done by using the Windows Paint Program.

@l [d < | Untitled - Paint o]
ome | View

ZITAl | (g ‘g:u‘i:)\:lw:w&.;v E DD.... Illlu
s

ize | Calor | Color Edit
1 2 colars

471, 3px =} 100 864 x 540px 100% (=) 0 ®
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Please proceed as follows to create a mask:

Save the image of the camera for which you want to create a mask on your computer. Do this by calling
the ,Quickstart” page. Make sure the stream type on top right is set to ,Script-Stream” and select the live
view with the highest resolution for the selected camera. In this example we create a mask for camera 1
and the resolution is 640x480 pixels. A new window will open.

IP Video SuNei"ance Motion Detection is on ll Email Alarm s on C-MOR-Stream

V5.21 | admin | Disk Usage: 4%

0-MOR

...and you see more!

___Recordings System Administration System Status
Cam4 | cam5 [ camé |

Logout

2. EINGANG SERVER 3. Lager 3 Full HD

280x720Pixel

1920x1080Pixel 1920x1080Pixel
0x360Pixel (=] 960x540Pixel 960x540Pixel
320x180Pixel 480x270Pixel 480x270Pixel

The new opened window: Move your mouse pointer over the live view and click the right mouse button.
Select ,Save picture as...” from the opened context menu.

e C-MOR Single Stream View cam1 - Windows Internet Explorer = H n

http://192.168.1.30/picframe.pmi?cam=cam 1 &ujava=

Print target

Show picture
Email picture...
Print picture...

Go to My Pictures
Set as background
Cut

Copy

RECORDED WITH WUl). C-MOR. COT
ECORDED WIT! Comy shortcut

Please determine in the opened window a filename, such as ,livepicture.jpg” and remember the position
where the picture has been saved on the hard disk. In the next step the image has to be loaded into
Windows Paint Program.
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The menu of the Windows Paint can be opened on the top left by a button.

2N\

-
o
©
o
3

Click on ,,Open”. The following window allows opening the file, which just has been saved.

Open
© - 1 b WilliBerger » Downloads » Mask v| & | | Search Mask )
Organise > New folder E- O @
4% Favourites i,
I Desktop Q|
i Downloads
£l Recent places livepicture
44 Libraries
> [ Documents
> &) Music

] Pictures

> B Videos
> % Computer

> €l Network

File name: livepicture v All Picture Files v

Concel

The picture of the camera is now loaded in Windows Paint.

=] 2 wepicture - Paint - o E.
BN o oo ]
[ y ~OOD&A — EEEEE EEEE
ij g . A & & — ,. = | || l;‘
A 2 I I I eotoues

10 640 x 4005 £ Sz 360 0% (3
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The loaded picture will now be re-painted with black and white areas. White areas are for motion detection
areas. Black areas are not motion-sensitive. It is ideal to paint the black areas first. Please note, that on
the top of the menu you lodged the colors ,,Color 1” and ,Color 2" as black color. The second color is the
fill color, for example circle, rectangle etc., which is activated as ,solid color” at ,Fill”.

Color | Color
1 2

Paint the black areas first (no motion detection):

T X livepicture - Paint - SN
[l ore e

e~  mEEEEE EEEE
o
sme Coleur Colear u L] Ean

+ u 10 840 dBpr. ) Size: 315KB 100% (=

Now please change both colours to white.

Color | Color
1 2
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Afterwards the white areas will be painted (area for motion detection):

O
L
>
&
[
5
i

£ i 12 640 = 420pe 8 Sae 3168 100% 3

If the mask is ready, it will be saved locally on the computer. Please open the menu left on top. Then click
on ,Save as* and choose "JPEG picture®.

= i A
Save as
New
'_ PNG picture
<7 ®| Save a photo or drawing with high quality
Open and use it on your computer or on the web.

JPEG picture

H Save b’, Save a photo with good quality and use it
A on your computer, in email or on the we
BMP picture
H Save as > ’,, _ _ v
(NN m\il| Save any kind of picture with high quality

and use it on your computer.
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Please choose a file name. Be careful! If the name would not be changed, the existing name will be
maintained and the saved live picture will be overwritten.

22l Save As

J v Willi Berger » Downleoads » mask

v | g | | Search mask

Organize = MNew folder

~
- Favorites

B Desktop
4 Downloads

‘| Recent Places

m

- Libraries

@' Music

=/ Pictures

H Videos

#d Homegroup v 4

File name:

Mame

mask-cameral,jpg

Date modified

Mo iterns match your search.

111}

Type

Save as type: |JPEG (*jpg;* jeg;”.je;* ifif)

2. Hide Folders

Save

Cancel

Please remember where you saved the mask.

Next, the mask has to be uploaded on C-MOR. Please switch to the camera configuration menu of the
camera for which to limit the motion detection. In the example this is ,Camera 1”. Please select the ,System
Administration” page on your C-MOR web. Scroll down to ,Camera Configuration” and select ,Camera 1”.

[Camera Configuration

|

Icnange Configuration Camera 1]|Entrance

[Change Configuration Camera 2] Warehouse

[Change Configuration Camera 3] Office

The menu for the camera management opens now. Scroll down to area ,Picture Mask for...”:

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Mask is not available. Last snapshot:

Camera is not active. No current camera live picture available.

Load Mask File: | Select Mask

Load File ]

Mask active: no. Motion detection within the whole picture is enabled.

Activate Mask I

Deactivate Mask

|

Delete Mask
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The just created mask has to be chosen and has to be uploaded. Click on ,Browse” and select the just
created mask in the window that has opened:

e Choose File to Upload
T . » Willi Berger » Downloads » Mask v & Search Mask yal
Organise = Mew folder Bz v \_ﬁ [7]
43¢ Favourites Name Date modified Type Size
Bl Desktop | livepicture 04/10/2013 12:43 JPG File 32KB
& Downleads || mask-camera 04/10/2013 13:01 JPG File 8KB

£l Recent places
43 Libraries

= Documents

&) Music

[E=] Pictures

B vVideos

1M Computer

€l Network

File name: | mask-camera ~ | | AllFiles (%) v

]

Click on ,load File” after the file has been selected:

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Mask is not available. Last snapshot:
Camera is not active. No current camera live picture available.

Load Mask File: Select Mask )| Load File ||

Mask active: no. Motion detection within the whole picture is enabled.

[ Activate Mask ] [ Deactivate Mask ] [ Delete Mask ]

The file is uploaded to C-MOR. Click now ,Activate Mask” to enable the created motion detection mask:

The mask has been uploaded. Activate the mask to enable it.

[ Activate Mask ]I[ Camera Configuration ] [ Start Page ]

The mask is now activated! Click on ,Camera Configuration” to assure the mask is active and is defined
for the right motion area:

The mask for motion detection of camera 1 has been activated.

Camera Configuration ]I

Start Page ]
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The created mask is shown beside the live picture. To the far right the mask is shown in front of the live
viewing.

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Camera Picture

Mask Mask on Camera Picture

Motion detection is only enabled for the white area of the mask. The complete picture is recorded!

Load Mask File: Select Mask [ Load File ]

Mask active: yes. Motion detection is enbabled for the white area only.

( Activate Mask ][ Deactivate Mask | Delete Mask ]

(Settings directly on the IP Cam)

If you would like to correct the mask, simply change the created mask again in Windows Paint on your
computer and upload it like you did before.

Important Note:

The black area will also be completely recorded! Only motion will not be recognized. Please refer to
your camera manual if you would like to use a privacy mask, a function where the complete area
already can be broadcasted blacked out or contact C-MOR directly under www.c-mor.com.

Please note that a mask needs to have the same width and height like the camera image. If the mask
has other dimensions, it leads to failure.
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3.2.8.2 Create an image mask with http://PixIr.com

The black & white mask can be created as follows: please start with creating a white image of the size of
your camera resolution. Please add black layers to those areas where no motion detection should be
effected. Then save the image as a JPG file and upload it to C-MOR. All black areas will then be ignored
in terms of motion detection:

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Mask is not available. Last snapshot:

Load Mask File: [ Select Mask ][ Load File ]

Mask active: no. Motion detection within the whole picture is enabled.

[ Activate Mask ] [ Deactivate Mask ] [ Delete Mask

[ Cam Administration ](Settings directly on the IP Cam)

[ Start Page ]
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To create an image-mask proceed the following steps:

Save the current picture of the camera for which you want a mask to create. For this open the camera
configuration page with Mozilla Firefox. At the lower end of the page you will find the last snapshot of the
camera. Right-click on the picture and choose ,Save picture as”. Chose the location where you want to
save the picture.

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Mask is not available. Last snapshot:

Open Link in New Window

Open Link in New Private Window

Bookmark This Link
Save Link As...
Copy Link Location

Get ajexa traffic rank of Link Locaticn
View Image
Copy Image

Copy Image Location

Save Image As...

Email Image...
Set As Decktop Background...
View Image Info

Thizs Frame

Inspect Element (Q)

Load Mask File: ( Select Mask J( Load File ]

Mask active: no. Motion detection within the whole picture is enabled.

[ Activate Mask ] [ Deactivate Mask ] [ Delete Mask

[ Cam Administration I(Settings directly on the IP Cam)

[ Start Page ]

After that choose a filename and keep in mind the location where you saved the picture onto your
Harddrive.

The next step is to load the picture into a picture manipulation program like MS Paint or in this case
https://pixIr.com/editor
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@ Online Photo Editor | Pixlr - % | =

@M & https//pixir.com/editor ¢ Suchen B8 4+ & 9 = ‘

CREATE A NEW IMAGE
Start with a blank image or from the clipboard

OPEN IMAGE FROM COMPUTER Designs.s
Browse your computer to select an image DOWNLOAD 30,000

FONTS AND TEMPLATES %

starting from only

OPEN IMAGE FROM URL $0.49 EACH
Specify an URL of an image to fetch
REDEEM NOW

PROMC CODE

OPEN IMAGE FROM LIBRARY PIXLRDSN

50% OFF Downioad Packs

' " IXLR EDITOR
+
[+ ]
o
=

Images from pixir, facebook or other library
Fonts | Templates | Design Files

Open your Browser and type https://pixIr.com/editor/ into the URL field. You will see this image. Now click
on ,,Open Image from Computer”. Navigate to the place where you saved the snapshot from C-MOR. Open
this image.
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J @ Online Photo Editor | Pixir £ < | +

@M & https//pixir.com/editor, C || Q Suchen
Edit Image Layer Adjustment Fitter View Language Help Font 4 Login | Signup

Constraint: No restriction v Width: 0.0 Height: 0.0

example Navigator
T

7A 100 o

Layers X

PO Rhi-®/

'@' x»_i;

A
e,

Promotion

at i & 5 ] x
100 36x478 px
X_SoEe 60,000
W FREE VECTORS FOR
YOUR CREATIVE NEEDS

DOWRLOAD NOW

ROYALTY-FREE - photos | vectors | audio | templates

Now you can paint the picture with white and black areas. White areas will be active areas for motion-
detection. Black areas won’t be motion sensitive. It is best to first paint all black areas then the white ones.
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J @ Online Photo Editor | Pixir £ < | +

O & hitps/ pixlr.com/editor, c Q Suchen ﬁ B . 2 ‘ﬁ u =

File Edit Image Layer Adjustment Fitter View Language Help

h Constraint: No restriction v Width: 0.0 Height: 0.0

‘« example
T

A

Layers

Promotion

A L ] x

100 36x478 px
L s 60,000
FREE VECTORS FOR
YOUR CREATIVE NEEDS

DOWRLOAD NOW

ROYALTY-FREE photos | vectors | audio | templates

To make life a little easier, we will first create a second layer at which we will paint.
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/ @ Online Photo Editor | PixIr E. X | ==
4 <

@O & https/ pixlr.com/editor c Q Suchen ﬁ B ¥ ‘ﬁ u =
Edit Image Layer Adjustment Fitter View Language Help

Feather: 0 Y. V' Anti-alias

example

7 -
[ -

7A 100 o

Layers x

Background a

AR &/ >

E N 2

E O

History

\
L
<
L
A
®
L
.
=)
A
L8

Promotion

60,000

636x478 px 1 FREE VECTORS FOR
£ YOUR CREATIVE NEEDS

DOWRLOAD NOW

ROYALTY-FREE photos | vectors | audio | templates

Now you will select the area which we will fill with black color.

1. Select the Lasso-Tool on the left tool-bar. After you clicked on the Lasso Tool at the left side check out
that bar under the menubar. There you can select two different types of the Lasso-Tool. The freehand and
the polygonal Lasso Tool. In our case it suits best to use the polygonal lasso tool because we get straight
lines with it.

2. Select the area by clicking at the corner points (Polygonal-Lasso-Tool) or freehand draw a border around
the area you want to select.

It is not ultimately necessary to select the area first that way before painting it black. But for later steps it
will be easier to do it this way and get sharp borders. In a later step we will inverse the selection and
therefore get the exact opposite area.
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/ @ Online Photo Editor | Pixlr £ X | ==

- oIE

@il & nhttps: pixlr.com/editor
File Edit Image Layer Adjustment Fitter View Language Help Font 4

\ 2u Opacity: 100 ¥ Hard tip Scatter Diffuse

example

EIO> Bk O/

A
e,

636478 px

After we draw the border and selected the area:

Choose the brush

Select a big size

Choose black color

Paint black color into the Area.

Pwn =

You will see, that it is not possible to draw out of the selected area. This is what we wanted. If you notice
that some area is missing you can redo the selection-step or paint later with freehand mode with either

black or white color onto the layer.

wB ¥ 4 9

Login | Signup

Navigator

7A 100 o

Layers x

Promotion

60,000

FREE VECTORS FOR
YOUR CREATIVE NEEDS

DOWRLOAD NOW

ROYALTY-FREE photos | vectors | audio | templates
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/ @ Online Photo Editor | Pixlr £ X | ==
‘/L‘i a8 https://pixlr.com/editor c :\ Suchen ﬁ E ‘ ﬁ a E

Fiter  View Language Login | Signup

Hard tip Scatter
Navigator

Copy example

Clear ] 4

Paste

Free transform...

Free distort...

Select all A 100 o

Deselect all
Layers x

Select pixels

Define brush
Background

Promotion

x
60,000
6363478 px i FREE VECTORS FOR

YOUR CREATIVE NEEDS

DOWRLOAD NOW

ROYALTY-FREE photos | vectors | audio | templates

Now the area where motion detection will not be active is black. As next step we have to paint the rest of
the image white. For ease of use we did mark that area that is now black. Now we will inverse the selection
to get the opposite area which will be painted white.

1. Click on Edit”
2. Click on ,Inverse Selection”

Now the selection is inversed and ready to be painted.
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/ @ Online Photo Editor | Pixir £ X | +

J

@O & https//pixir.com/editor C || Q Suchen
File Edit Image Layer Adjustment Fitter View Language Help Font 4 Login | Signup
\ Brush: 2un Opacity: 100 ¥ Hard tip Scatter Diffuse

Navigator

5 -

Color selector

~ RGB WEB [ IMG A 100 g

Layers x

AR &/ >

S IO Nl ©/

000000 Background

ol

Promotion

60,000

FREE VECTORS FOR
YOUR CREATIVE NEEDS

DOWRLOAD NOW

ROYALTY-FREE photos | vectors | audio | templates

Check if the brush-tool is still selected. If it is not selected, look for it at in the toolbar at the left side and
click on it. To get white color:

1. Click on the color button
2. Move the last slider to the right to get the color white.
3. Click on ,OK”
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| @ Online Photo Editor | Pixlr E- X | 4

':i:'iﬂ https://pixlr.com/editor/ c Suchen ﬁ' E ‘ ﬁ =
Image Layer Adijustment Filter View Language Help Font 4 Login | Signup
200
-

Brush: Opacity: 100 - Hard tip Scatter Diffuse

o Navigator

'.+ example

sl 100 g

Layers x

Background a8

& PO Tl © /

N A
¥ [*%]

Promotion

; 60,000
100 i FREE VECTORS FOR
YOUR CREATIVE NEEDS

DONWRLOAD MOW

ROYALTY-FREE photos | vectors | audia | templates

Paint the area with white color. In the white area motion detection will be active.
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| @ Online Photo Editor | Padr B > | 4

':i:'iﬂ https://pixir.co ditor/ c Suchen ﬁ E ‘ ﬁ U =

File r djustment Fitter View Language Help Font 4 Login | Signup

New image... Cirl+N - Hard tip Scatter Diffuse
Open image... Cirl + O
Open image URL... Navigator

Open image library... example

- [ | sl 100 g

Layers x

=123RF
Al EEE

spotted! 7| Background

i GET 100 FREE VECTORS
[ J—

ROYALTY-FREE phol
[

A
¥ [%]
H

Promotion

60,000

100 5 3 2 i FREE VECTORS FOR
i YOUR CREATIVE NEEDS

DONWRLOAD MOW

ROYALTY-FREE phatos | vectors | audio | templates

This is the final step. The image-mask is ready to be used. You just have to save it.
1. Click on ,File”
2. Click on Save and locate a place where you will find that file. Remember that place.
Follow the dialog which opens.

After that you can upload the image mask to C-MOR
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3.2.8.3 Insert and apply an image mask

Next, the mask has to be uploaded on C-MOR. Please switch to the camera configuration menu of the
camera for which to limit the motion detection. In the example this is ,Camera 1”. Please select the ,System
Administration” page on your C-MOR web. Scroll down to ,Camera Configuration” and select ,Camera 1”.

[Ca.mera Configuration ]

IChange Configuration Camera 1 ]lEntrance

[Change Configuration Camera 2] Warehouse

[Change Configuration Camera 3] Office

The menu for the camera management opens now. Scroll down to area ,Picture Mask for...”:

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Mask is not available. Last snapshot:
F

Load Mask File:l Select Mask || Load File J

Mask active: no. Motion detection within the whole picture is enabled.

[ Activate Mask ] [ Deactivate Mask ] [ Delete Mask

[ Cam Administration ] (Settings directly on the IP Cam)

[ Start Page ]
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The just created mask has to be chosen and has to be uploaded. Click on ,Select Mask”, browse to the
place where you saved the image mask. Select the just created mask and click open.

=] Choose File to Upload
T . » Willi Berger » Downloads » Mask v & Search Mask yal
Organise ~ New folder =y I @
MName : Date modified Type Size

4 5.7 Favourites
Bl Desktop | livepicture 04/10/2013 12:45 JPG File 32KB
& Downleads || mask-camera 04/10/2013 13:01 JPG File 8KB

5] Recent places
43 Libraries
= Documents
&) Music
[E=] Pictures
B vVideos

1M Computer

€l Network

File name: | mask-camera ~ | | AllFiles (%) v

]

Click on ,load File” after the file has been selected:

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Mask is not available. Last snapshot:
Camera is not active. No current camera live picture available

Load Mask File: [ Select Mask ][ Load File ]

Mask active: no. Motion detection within the whole picture is enabled.

[ Activate Mask ][ peactivatemask [ Delete Mask ]

The file is uploaded to C-MOR. Click now ,Activate Mask” to enable the created motion detection mask:

The mask has been uploaded. Activate the mask to enable it.

I[ Activate Mask ]l[ Camera Configuration ] [ Start Page ]

The mask is now activated! Click on ,Camera Configuration” to assure the mask is active and is defined
for the right motion area:

The mask for motion detection of camera 1 has been activated.

[ Camera Configuration ]I

( Start Page |
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The created mask is shown beside the live picture. To the far right the mask is shown in front of the live
viewing.

Picture Mask for the Definition of the Picture area in which Motion Detection is active

Camera Picture Mask Mask on Camera Picture

Motion detection is only enabled for the white area of the mask. The complete picture is recorded!

Load Mask File: Select Mask 1 Load File ]

Mask active: yes. Motion detection is enbabled for the white area only.

[ Activate Mask ] [ Deactivate Mask ] [ Delete Mask ]

(Settings directly on the IP Cam)

If you would like to correct the mask, simply edit the created mask again in Windows Paint or with
https://www.pixIr.com/editor/ and upload it like you did before.

Important Note:

The black area will also be completely recorded! Just motion will not be recognized. Please refer to
your camera manual if you would like to use a privacy mask, a function where the complete area
already can be broadcasted blacked out or contact C-MOR directly under www.c-mor.com.

Please note that a mask needs to have the same width and height like the camera image. If the mask
has other dimensions, it leads to failure.
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3.2.9 The C-MOR PTZ Control

Behind the term PTZ-Control (PTZ: Pan/Tilt/Zoom) stands the Motion of moveable cameras directly with
the C-MOR Web Interface.

A great advantage of the PTZ-Control is the consistent interface for all camera types. Also no software
has to be installed on the PC to manage the cameras. Furthermore the PTZ control works with the iPhone,
iPod or iPad and other mobile devices with internet function.

For the configuration of the PTZ-Cameras there is a configuration page in the C-MOR web interface that
can be reached from the camera configuration page.

IP Video Surveillance
VE.21 | admin | Disk Usage: 4%
Start Menu E
Cam 2 | Cam 3 |

0-MOR

.and you see more!

Quickstart Recordings System Administration System Status Logout

You ars in the Configuration Camera 1

Cam Configuration Menu

Configuration Cam Network Dats ~ Cam Location: Change Location

Configures the IP Address, TCP
Port, user name and password lo
enable C-MOR to access the cam

Recording cam 1: deactivated
‘With the button "Check IP and Porf'

you can easily check whethar a

camera can be reached. This

function can anly be used with TCP |
ports. In addition, no camera logins

or passwords are checked!

Camera PTZ Configuration I

S — upload_backup_cam3_2019-08-06-12-59-02.coki | [  LoadBackupData | | Backups

Select the Camera type that C-MOR
records.

T e T Delete the Recordings after | & & days

tested by the C-MOR team itself.
The configuration parameters are
based on information from third

Camera Network Data

parfies.
Cs Settis
sm e IP Address/DNS Name | 172.20.1.68
Configures cam recording options.  Lop 1o oo 554
Time controlled recordings User Name viewer
Configures "fixed” recording Pas =

schedule.

Recording by mation detacting and
e Check IP and Port

In the PTZ configuration page all known PTZ cameras are available. In the section Load pre-defined
camera data the settings for the PTZ camera can be loaded.
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PTZ Configuration for Camera 1

PTZ function camera 1: disabled | Enable PTZ

Load pre-defined camera data

ABUS-SC TVIP21550 PT v

User name
Password
IP/Mame
TCP-P-Port

Access data for the camera (needs access to control the cameral)

Simply select the right camera in drop-down menu.

Load pre-defined camera data

ABUS-5C TVIP21550 PT v

ABUS-SC TVIP21550 PT A~
ABUS-SC TVIP21551 PT

Allnet2272 PT

Allnet2282 PT

Allnet2297 PTZ

ALONMAPT

Axis 212PTZ

Axis 215 PTZ

Axis PER3I2ZPTZ

Axis Q6032 PTZ

INTELLINET MSC18-WN
INSTAR IN-3010

JVC VN-VEEE

LevelOne FCS-0020

LevelOne FCS-1010

LevelOne WCS-2010
LevelOne FCS-1040/WCS-2040
LevelOne FCS-6010

LevelOne WCS-6020

Linksys PVC 300 v

Camera orientation

@) 0 degrees

) 90 degrees
(") 180 degrees
) 270 degrees

access to control the cameral)

Camera orientation

® [ degrees
) 90 degrees
(1 180 degrees
(] 270 degrees

ommand

If the PTZ configuration of the selected camera was loaded, the second step follows for the configuration
of the PTZ control: The setup of the login data for the camera and the setting for the camera rotation.
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Load pre-defined camera data

ABUS-SC TVIP21550 PT v

Access data for the camera (needs access to control the cameral) Camera orientation
User name admin (®) 0 degrees
Password eeeee : 90 degrees
IP/Name  17220.1.76 ‘: gg ::g::::
TCP-IP-Port 80

PTZ command Camera command

Left /cgi-binjoperator/ptzset?move=left

Right jcgi-binfoperator/ptzset?move=right

Up /cgi-binjoperator/ptzset?move=up

Down fcgi-binjoperator/ptzset?move=down

Zoom in Not supported by camera

Zoom out Not supported by camera

If the camera was fixed on a ceiling, which has the effect, that the camera is upside down, the PTZ control
has to be configured with the rotation of 180 degrees. Otherwise the PTZ commands will navigate to the

wrong direction.

Of course the loaded PTZ commands can be adjusted. If a camera has a configurable pan or tilt setting,
so the command can be adjusted with your own requirements.
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Next to the control commands for pan, tilt and zoom, moveable cameras usually own the function to set
up pre-defined positions. These positions can be stored in the PTZ menu, too. The pre-defined positions

commands you will find in the C-MOR web forum or by asking the C-MOR support team.

PTZ command
Left

Right
Up
Down
Zoom in

Zoom out

Pre-defined Position
Preset Position 1
Preset Position 2
Preset Position 3
Preset Position 4
Preset Position 5
Preset Position 6
Preset Position 7

Preset Position 8

Camera command
[command/ptef.cgi?Relative=0401

fcommand/ptef.cgi?Relative=0601
fcommand/ptzf.cgi?Relative=0801
fcommand/ptzf cgi?Relative=0201
fcommand/ptef cgi?Relative=1104
feommand/ptef.cgi?Relative=1004

Camera command

fcommand/presetposition?PresetCall=1
feommand/presetposition?PresetCall=2
[command/presetposition?PresetCall=3

fcommand/presetposition?PresetCall=4

MName/description
StartPoint

Castle
Church Downtown

Gas Company

If the PTZ commands are configured, at least you have to activate the PTZ control over the camera Menu.

PTZ Configuration for Camera 1

PTZ function camera 1: disabled
Load pre-defined camera data

ABUS-SC TVIP21550 PT v

Access data for the camera (needs access to control the cameral)

Camera orientation

User name admin ®) 0 degrees
Password eeeee '3::3’ 90 degrees
\_) 180 degrees
IP/Name 172.20.1.76 ) 270 degrees
TCP-IP-Port 80
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3.210 Usage of the PTZ control

If the PTZ function is activated for a camera, the control icons will be shown on the camera web pages
automatically.

¥ demo7.c-mor-video.com/picframe.pmi?cam= cam4&ujava=0

0-MOR

-..and you see more!

V6o |

The PTZ buttons are self-explanatory. These functions are pan from left to right, tilt from up and down and
zoom in and out.

In the drop-down menu underneath the pan, tilt and zoom buttons you will find the menu for the pre-defined
positions.

Start Paoint

Castle
Church Downtown
City-Castle
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4 Legal Information

The software of C-MOR is a bundle consisting of free and commercial software. The free program sections
are licensed according to GPL and can be freely used, copied and distributed. By purchasing C-MOR the
purchaser obtains a user license for the complete software package but is not allowed to copy it.

4.1 Disclaimer

The software in use with the device is basically a combination of free software, open source, that is
licensed by the authors without any occurring cost. As far as not stated explicitly in the license of the
individual software packages, the following disclaimer is valid: za-internet GmbH does not assume any
liability or warranty for the program as far as it is legally permissible. Unless otherwise confirmed in written
form, the copyright owners and/or third parties provide the program ,as it is” without any warranty. Neither
explicitly, nor implicitly, including —but not limited to - marketability or usability for a particular aim.

The full risk of quality and capability lies with the user. In case the program turns out to be erroneous, the
costs for required service, repairing or correction have to be borne by the user.

Neither the copyright owner, nor any third party who has modified and distributed the program as allowed
above, is liable for any damages — the use of this program is at your own risk unless there is no valid
applicable law or written agreement. This applies for any general or specific damages, damages by side
effects or consequential damages that result from the use or uselessness of the program (including — but
not limited to — loss of data, erroneous data processing, losses that have either to be covered by you or
others or the inability of the program to work together with other programs), even when the copyright owner
or a third party was informed of the possibility of such damages.

4.2 Warranty

The distributor where the devices have been purchased (za-internet GmbH or specialized seller), issues
a 2-year warranty for material and workmanship for products with undamaged seal of quality from the day
of delivery.

In the first instance the purchaser has a right to supplementary performance.
The supplementary performance either provides rectification or delivery of conforming goods. Replaced
parts or devices will pass into the property of the seller.

In case supplementary performance cannot be carried out, the purchaser can either claim abatement of
the purchaser’s price or withdraw from the purchase contract. As far as it is a defect the seller is responsible
for, the purchaser can claim compensation or refund of vain expenses

The purchaser has to announce obvious defects immediately.
Verification of warranty claim has to be adduces with proper purchase certificate (sales receipt or invoice).

All damage which has arisen due to improper treatment, operation, storage as well as force majeure or
other external influences are excluded under the warranty.

In case of an assumed warranty case, please contact our support during business hours. Please find
contact details in the appendix.
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5 GNU Public License, GPL

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

5.1 Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public License is intended to guarantee
your freedom to share and change free software--to make sure the software is free for all its users. This General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU Lesser
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for this service if you wish), that you receive source code or can get it if you want it, that you can change the software or use pieces
of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights. These restrictions translate to
certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that you have. You must make sure that
they, too, receive or can get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to copy, distribute and/or modify the
software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this free software. If the software is
modified by someone else and passed on, we want its recipients to know that what they have is not the original, so that any problems introduced by others will not
reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free program will individually obtain patent
licenses, in effect making the program proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free use or not licensed at
all.

The precise terms and conditions for copying, distribution and modification follow.

5.2 Terms and Conditions for Copying, Distribution and Modification

§0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be distributed under the terms of this
General Public License. The ,Program®, below, refers to any such program or work, and a ,work based on the Program“ means either the Program or any derivative
work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term ,modification”.) Each licensee is addressed as ,you®.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of running the Program is not restricted,
and the output from the Program is covered only if its contents constitute a work based on the Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

81. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously and appropriately
publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License along with the Program. You may charge a fee for the physical act of transferring a copy, and you
may at your option offer warranty protection in exchange for a fee.

§2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy and distribute such maodifications or
work under the terms of Section 1 above, provided that you also meet all of these conditions:

1. You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

2. You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any part thereof, to be licensed as a whole
at no charge to all third parties under the terms of this License.

3. If the modified program normally reads commands interactively when run, you must cause it, when started running for such interactive use in the most ordinary way,
to print or display an announcement including an appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty) and
that users may redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself is interactive
but does not normally print such an announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program, and can be reasonably considered
independent and separate works in themselves, then this License, and its terms, do not apply to those sections when you distribute them as separate works. But when
you distribute the same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other licensee very part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program) on a volume of a storage or
distribution medium does not bring the other work under the scope of this License.
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83. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of Sections 1 and 2 above
provided that you also do one of the following:

1. Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

2. Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically performing source distribution,
a complete machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

3. Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative is allowed only for noncommercial distribution
and only if you received the program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, complete source code means all the source
code for all modules it contains, plus any associated interface definition files, plus the scripts used to control compilation and installation of the executable. However,
as a special exception, the source code distributed need not include anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent access to copy the source code from
the same place counts as distribution of the source code, even though third parties are not compelled to copy the source along with the object code.

§4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt otherwise to copy, modify, sublicense
or distribute the Program is void, and will automatically terminate your rights under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full compliance.

§5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or distribute the Program or its
derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or works based on
it.

86. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from the original licensor to copy,
distribute or modify the Program subject to these terms and conditions. You may not impose any further restrictions on the recipients' exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties to this License.

§7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues), conditions are imposed on you
(whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit royalty- free redistribution of the Program by all those who receive copies directly or indirectly through
you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to apply and the section as a
whole is intended to apply in other circumstances.

Itis not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such claims; this section has the sole
purpose of protecting the integrity of the free software distribution system, which is implemented by public license practices.

Many people have made generous contributions to the wide range of software distributed through that system in reliance on consistent application of that system; it is
up to the author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

88. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the original copyright holder who places
the Program under this License may add an explicit geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this License.

89. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time. Such new versions will be similar in spirit
to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it and ,any later version®, you have
the option of following the terms and conditions either of that version or of any later version published by the Free Software Foundation. If the Program does not specify
a version number of this License, you may choose any version ever published by the Free Software Foundation.

§10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the author to ask for permission. For
software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

§11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM ,AS
IS* WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

§12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO
MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS
OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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6 Appendix - Contact Information

C-MOR by za-internet GmbH
Linsenacker 13
72379 Hechingen, Germany

Support and Headquarters:

Tel.: +49 74 71/ 93 01 99-40
Fax.: +49 74 71 /93 01 99-97

Support via web:

http://www.c-mor.com/supportform.php

Information on the Internet:

WWW.C-mor.com
www.c-mor.de

VAT ID: DE812900780, Commercial register: Stuttgart HRB 420820,
Management board: Michael Reuschling, Peter Steinhilber
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